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Abstract

Serviceprovidershostingsoftware on serversat there-
questof contentprovidersneedassurancethat the hosted
software hasno undesirable properties. This problemap-
plies to browserswhich host applets,networkedsoftware
which canhostsoftware agents,etc. Thehostedsoftware's
propertiesare currently verifiedby testingand/orverifica-
tion processesby thehostingcomputer. Thisincreasescost,
causesdelay, andleadsto difficultiesin versioncontrol. By
furnishingcontentproviderswith a physicallysecure com-
putingdevice with an embeddedcertifiedprivatekey, such
propertiescan be verified and/or enforced by the secure
computingdevice at thecontentprovider's site; thesecure
devicecanverifysuch properties,staticallywheneverpossi-
ble,andbyinsertingchecksinto theexecutablebinarywhen
necessary. Theresultingbinary is attestedby a trustedsig-
nature, and can be hostedwith confidence. This position
paperis a preliminaryreportthatoutlinesour scientificand
engineeringgoalsin this project.

1 Background

With the advent of programmablenetworkapplications
such as the world wide web, trust in content hosting
hasbecomean importantaspectof distributedcomputing.
Providers (henceforthdenoted

�
) build content(C) (ap-

plets, servlets,switchletsaglets,CGI bins, etc). Hosted
contentis a kind of “mobile code”. Hosting companies
( � ) suchas AT&T install this contenton their networks.
Clearly, wrongor malicioussoftwarecouldhave adevastat-
ing impactona hostingbusinesses'machinesandnetwork.
Hostingorganizationsneedassurancethat thesoftwarehas
a certainsetof properties,and/orthat the vendorhasused
certainprocesses.Thesepropertiescanbe verified by ex-

tensive testingon � 's part,which cangive ussomebeliefs
subjectto confidencelevels. Thetypical scenariois shown
below.

1.
�

sendsC to � .

2. � testsC undermany differentpossibleconditions.

3. If C passestests,� agreesto hostsoftware.

Otheroptionsfor � include formal verification, trans-
forming theprogramin someway(by insertingassertsthat
fail whensafetypropertiesareviolated,e.g.,),or sandbox-
ing [14] the softwarein a runtimeenvironment. All these
optionshave hurdles,including difficulties in verification,
unwantedinformationdisclosure,a priori humancosts,ad-
ministrativedifficulties,or runtimepenalties.

2 RelatedWork

Theissueof mobilecodehasreceiveda greatdealof at-
tentionlately [3]. In additionto thenaive testingapproach
describedin the previous section, there are approaches
basedon formal programverification. Verificationhasto
be carriedout by the hostingcomputer, sincein general,
any typeof tool thatrunson

�
'smachinecannotbetrusted.

Evenif suchtoolsareprovidedby � , thereis noguarantee
that sucha tool will not be compromisedin someway at�

'ssite,andthusbemadeto producebadoutput.
If � hasaccessto thesourcecodefor C, thenmoreop-

tions becomepossible. First, typically, sourcehas more
informationthanthe executable,so it becomespossibleto
checkcertainpropertiesstatically. Somepropertiescannot
bestaticallychecked,andmustbedoneat run time; in such
cases,accessto thesourcecodeallows increasedprecision
in determiningexactlywhereruntimechecksneedto bein-
serted.Unfortunately,

�
maybeunwilling to releasesource

to H. Of course,
�

canrunthesestaticchecksonthesource



codeathismachine,andmakevariousclaims,but H hasno
meansof verifying suchclaims.

In this section,we discusssomeapproachesbasedon
statictyping, formal verification,andcryptographicsigna-
tures.

2.1 Java

Java supports“trusted” hostingof content.Java applets
constructedby potentiallyhostilepartiescanbe hostedin
thecarefullycontrolledJava runtimeenvironment.Java se-
curity is basedon a numberof principles[7], oneof which
is type safety. Verifying type safetyinvolvesa greatdeal
of informationabouta program;for this reason,Java byte
codescontainexactly thesameinformationasJava source
code.This bytecodeverificationis doneevery time anap-
plet is received,beforeit canbeexecuted.Whenanapplet's
bytecodeshave beensuccessfullyverified, thereis a rea-
sonable(thoughas yet formally unproven) belief that the
bytecodeswill notgiveriseto typeerrorsduringexecution.
Thussecurityflaws dueto typeconfusionareavoided,and
illegalaccessto facilities(e.g.,callingaprivatemethodof a
classfrom a methodof anotherclass)areguaranteednot to
happen.

There are several difficulties associatedwith this ap-
proach. First, for large applets,therecanbe a significant
overheadto doingbytecodeverification.Second,sincethe
safetypropertychecks(in thiscase,typechecking)aredone
at the hostingparty's site,exploitableweaknesses(several
aredescribedin [7]) in the checkingprocessmustbe ad-
dressedby propagatingnew versionsof the verifier to ev-
ery userof thewebclient. Thelarge,diversepopulationof
webusersmakesit unlikely that timely andorderlyupdate
of faulty versionsof the verifier will occur. Finally, Java
byte codeis sourcecode;bytecodedecompilertools such
as �������
	 [13] have amplydemonstratedthis fact.Thisnat-
urally raisesintellectualpropertyprotectionconcerns:full
implementationdetailsarerevealedto every user.

2.2 Proof-carrying Code

The traditional formal verification approachinvolves
constructing(givena pieceof software)a formalproof that
certainsafetypropertieshold. Typically suchproofs are
large,cumbersome,andmakeuseof powerful proof tech-
niquessuchasinduction.Thereareformidableobstaclesto
theautomatedconstructionof suchproofs. It wouldbeun-
realisticfor � to constructsuchproofsaboutevery hosted
softwareC.

Necula[8] advocatesanappealingvariantof the formal
verification approach. The proof � is constructedby

�
,

and is shippedto � along with the binary programC. C
is suitablyannotatedto facilitatetheconstructionof a ver-

ification condition � , with thepropertythat if � couldbe
established,the safetypropertydesiredby � holds. � is
constructedto establish� in a formal framework that

�
and � have agreedupon.Theburdenon � is now reduced
to the far easiertaskof 

����������������������� , which canoften
be carriedout very fast. Gunteret al [6] recommendan
allied approachthey call “proof referencing”code,which
involvesthedevelopmentandreuseof logical frameworks
constructedasHOL theories.Suchframeworks reducethe
proof constructionburdenon

�
. However, it is important

to bearin mindthattheproof-carryingcodeapproachis not
alwaysapplicable.Not all safetypropertiescanbecastasa
verificationcondition[10, 12].

Theseapproachesare subjectto someof the sameis-
suesdiscussedin  2.1. First proof checkingcanstill bea
substantialtask,dependingon thesizeof theproof;Necula
reportsthat a type-safetyproof for a 730 byte binary pro-
gramwascheckedin 1.9ms.For many practicalprograms,
this overheadcanbeexpectedto bea gooddeallarger. In
caseswherethe proof is checkedonceandthe programis
runmany times,theoverheadmaybeacceptable;in thecase
of highly mobilecodesuchasappletsandagents,this may
representanunacceptableoverhead.Second,proof check-
ersareinstalledandrun on thehostingcomputer, andthus
aresubjectto theversioncontrolandreleaseproblemsdis-
cussedearlier. Finally, thefull proof,andany invariantsthat
contributetowardsthe proof will have to be releasedto �
for checking;this mayleadto unwantedlossof intellectual
property.

2.3 “T rusted Builder Signatures” the ActiveX
model

The ActiveX model [1] also allows for the possibility
of automatingthe developmentof trust in softwarethat is
receivedover theinternet.ActiveX is basedontheassump-
tion thatsoftwarebuilt by well-known individualsandcom-
paniescan be trusted. Authenticity of softwareis estab-
lished by an attachedcryptographicsignature. If the key
on thesignaturecorrespondsto oneof “trustedgroup” then
the softwareis acceptedand run on the machinewithout
any furtherstaticor dynamicchecks.Theadvantageof this
approachis that thereis no static verificationor run time
checking.Signaturecheckingis very quick, andaddsvery
little overhead.

The trust in this casein entirely basedon properkey
management,andproperuseof the keys in signatures.If
thekeys getstolenor misused,signed(andthereforecom-
pletely trusted)softwarecould wreakhavoc. To quotethe
PrincetonSafeInternetProgramminggroup[5]:

“ActiveX security relies entirely on human
judgement.ActiveX programscomewith dig-
ital signaturesfrom the authorof the program
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andanybody elsewho choosesto endorsethe
program.”

The basicproblemhere is that the signaturesin ActiveX
convey an unspecified,unverified intentionon the part of
the signer. Why did the signersign a particularpieceof
software? What doesshemeanby the signature? Who
elsehasher signingkey? The confusionover thesecriti-
cal issueslies at the heartof the ActiveX signature-based
trustmodel.Thereis anotherimportantlimitation; although
therearea considerablenumberof softwarevendors,few
of thesevendorsmayhave brandnamerecognitionamong
consumers,and thus enjoy broadacceptancein this trust
model. However, in general,consumerswould suffer from
tobelimitedfromusingcodeproducedby anunknownsoft-
wareproducer(eventhoughthecodemayhave beensigned
by thisproducer).

2.4 Third-Party Verifiers

Softwareproducerscanhave their codetestedby third-
partiespresumablytrustedby the consumer. The third-
partiescryptographicallysignthecodeattestingto thetests
thecodehaspassed.

This approach,which may be attractive to somesoft-
warevendorsmay not be suitablefor everyonefor a va-
riety of limitations. The softwareproducermust trust the
testerto maintainconfidentialityover aspectsof thetesting
process.Thereareany numberof aspectsthatcanbea se-
crecy concernto the softwareproducerincluding the fact
thata producthasbeensubmittedfor testing,theresultsof
thetesting,andinformationrevealedaboutthecodeduring
testing. Other approaches,not involving third party test-
ing [4], couldbeused.Testingapproaches,however, have
a fundamentallimitation: it is impossibleto testprograms
underall possibleconditions.Thusit is alwayspossiblethat
a programmayexhibit undesirablebehaviour undercondi-
tionsthatwerenever raisedduringtesting.

2.5 Synthesis

Our goal is to combinethe efficiency andspeedof sig-
natureverificationwith thesemanticforceof formalverifi-
cation,while simultaneouslyproviding for betterkey man-
agement,particularlyrelatively fool-proof mechanismsto
prevent the theft and/ormisuseof signing keys. We also
seekto avoid disclosure(to any third parties)aboutthecon-
ductof testingor verificationprocesses.Weaccomplishthis
usingwidely known, establisheddevies usedcurrently in
electroniccommerceapplications.

3 Physically Secure co-processors.

A physically secureco-processoris a device that is
a computerthat is encasedin a tamper-proof enclosure.
The enclosureis designedto enablethe processorto self-
destruct(eraseall itsmemory)if tamperedwith. Suchapro-
cessorcanbemadeto containa certifiedprivatekey. Such
processorsareavailable in variousconfigurations,ranging
from smartcardswith limited abilities to processorsbuilt
onphysicallysealedcircuit packs.Wereferto suchdevices
genericallyas

�"!$#
(physicallysecureco-processor).

A
�"!$#

comprisesa CPU, ROM andRAM memories,
possiblysomespecializedhardwarefor cryptography, an
interfacewith limited (untrusting)access,all enclosedin
a secure,tamper-proof enclosure.They areavailablecur-
rentlywith upto1MB RAM, andasecureoperatingsystem,
which can run different applications. The entire

�"!$#
is

readilyportable,andcanbeinstalledin differentmachines
(aslong astheappropriatedockingport is available).Soft-
ware (certifiedwith appropriatesignatures)can be down-
loadedin the

�"!$#
and executed. In this manner, a dis-

tributedcomputation,canbeconducted,with somesecure
computationsconductedin the

�%!&#
andnormalcomputa-

tions in the hostingmachine. Independentagentscande-
veloptrust in thesecomputations,subjectto signaturesap-
pendedto theresultsof thecomputationsconductedby the�"!$#

. Detailsof physicallysecureco-processors,andmany
differentapplications(otherthantheonediscussedherein)
canbefoundin [15].

4 Tools Resident in Physically Secure co-
processors.

Ourapproachis to establishtrustin softwareusingtools
residentin a

�"!$#
installedat the

�
's site. Specifically, we

envision toolsresidentin
�%!&#

devices.The
�"!$#

wouldbe
deliveredto

�
's site; the tool which checksthe

�
's source

code for the desiredpropertywould either resideon the�"!$#
or could be deliveredlater to

�
with the signatures

necessaryto developtrust in the
�%!&#

.

First,thetoolsprocessthesourcecodeandverify thede-
siredproperty. Thenusinga key residentin the

�"!$#
, they

build the binary, appenda statementto the effect that the
binary can be trustedto possessthe desiredpropertyand
sign it with the

�"!$#
's key. Key certificatescould alsobe

appended.Upon receiptof this binary, with the accompa-
nying signature,the hostingorganizationcantrust that the
binaryhastherequisiteproperty. Both softwareproducers
andsoftwarehostingorganizationsgain significantadvan-
tages;detailsarediscussedbelow.
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4.1 Java Application

An immediateapplicationof this technologyis to the
verification of Java byte codes. Java byte codescan be
constructedby anuntrusteddeveloper, onanuntrustedma-
chine. Oncethe developmentis complete,the developer
can “submit” the byte codesto a byte codeverifier, resi-
dentin a

�%!&#
, for verification. Whenthebytecodeshave

beenverified, the
�%!&#

outputsa signaturecertifying that
the byte codeshave beenverified. Becauseof the confi-
dencein the physicalsecurityof the

�"!$#
andits resident

bytecodeverifier, browserscansimply checkthesignature
andrun thebyte codes.Signingkeys canbemanagedvia
certificatesembeddedwithin the browser, suppliedby the�%!&#

, or pushedto thebrowservia “push” technologiesetc.
Similarly, key revocationscanbepushedto thebrowseror
pulled from a centralrepositoryat startuptime. Pushing
verificationto the bytecodedeveloper's site,andonly sig-
naturecheckingat runtimeoffersaperformanceadvantage
over the existing approachof alwayscheckingbytecodes
prior to execution.Thereis alsoanothersignificantadvan-
tage.

Securityweaknessesin theJava typesystemor thebyte
codeverifierhave beendiscoveredonseveraloccasions[7].
Whensuchweaknessesarediscovered,the only way cur-
rently for browsersto securethemselvesfrom attacksthat
exploit a known weaknessis to downloadandinstall a new
versionof the browser(or appletviewer). Thereareobvi-
ouslogisticaldifficultieswith ')(+*�,.-�/ browserusersupdat-
ing theirbrowsers;many browsersareunsophisticated,and
maysimply beunawareor unableto updatetheir browsers,
thus leaving themselves vulnerable. If the verification is
doneby the developer, the burdenof upgradingto avoid
known weaknessesnow shifts to the developer;he hasto
get a new

�"!$#
(or downloadcertified new softwareinto

his
�"!$#

). On the client side,upgrades,versionmanage-
mentetcbecometransformedinto a far moretractablekey
managementissue.Whena flaw is discoveredin a version
of thebytecodeverifier, thekeys correspondingto thatver-
sion of the verifier canbe revokedby the manufacturer;a
certifiedrevocationmessagecanbepassedon thebrowsers
using“pull” or “push” approaches[11].

4.2 Formal Verification

Java bytecodeverificationis possibleonly becauseJava
bytecodesare essentiallysourcecode. Approachessug-
gestedby Necula[8] et al work on thebinary; intellectual
propertyis muchharderto stealfrom binaries.However, in
the proof-carryingcodeapproach,the binary is accompa-
nied by annotationsanda proof. Theseareneededby the
codeconsumerto generateboth a safetyverificationcon-
dition, and to checkthat this condition is showed by the

proof. Unfortunately, theannotationsandtheproofcandis-
closea lot of valuableinformationaboutdesignandimple-
mentation.For example,theexamplegivenin [8] discloses
the full layoutof thedatastructuresused.In this particular
case,therewasonly onedatastructure;but in general,to es-
tablishthatno badpointersaregeneratedby a givenbinary
program,it would be necessaryto disclosethe layoutsof
all theheapdatastructuresandthe invariantsmaintainedin
eachloop of the programthat pertainedto memoryusage.
For example,supposetheloop containeda proprietarytree
or graphtraversalalgorithm.Thedatalayoutsof thegraph,
and significantinformation aboutthe operationof the al-
gorithm would be disclosedvia the loop anddatastructure
invariants.Commercialvendorsmaybereluctantto reveal
this typeof information.

Supposeaproofcheckerwereembeddedin a
�%!&#

. Now
a developercouldgeneratea proof carryingbinary, andre-
vealtheannotationsandtheprooftoa

�"!$#
, athissite.Note

thatonly a proofcheckerneedto beembeddedin the
�"!$#

;
any toolsactuallyusedto constructtheproof couldbe left
on the

�
's machine.Any associatedtheoriesor infrastruc-

turesthatwereusedin theconstructionof theproof canbe
revealedto the

�"!$#
for verification.Theorieswith derived

theoremscouldbepresentedwith proof for suchtheorems,
or with a signaturefrom atrustedverificationauthority.

The
�"!$#

would generatetheconditionfrom thebinary,
checkthe proof, andsign the binary togethera statement
that the relevant safetypropertyhadbeenestablished.In
thiscase,theproofandtheannotationsneednotberevealed
to the codeconsumer;the signatureof the

�"!$#
has the

sameimport.

Of coursethe advantagesdiscussedin the Java section,
regardingversionmanagementandefficiency at the code
consumersitewould alsoapplyhere.Again, with binaries,
therearesignificantperformanceandintellectualproperty
protectiongains.

4.3 Implementation issues

Importantimplementationconsiderationsaretheamount
of computingresourceavailableonthe

�"!$#
, thecommuni-

cationlatency, andmemoryon the
�"!$#

.

For the trustedtools application,the CPU speedproba-
bly notamajorobstacle.Notethattoolscanberunonmore
powerful, untrustedmachinesfirst, to seeif the resultsare
satisfactory;only whenthesoftwarevendoris readyto re-
leasethesoftwareis it necessaryto actuallyrun thesource
codethroughthe

�"!$#
. Sinceit hasto bedoneonly oncefor

eachrelease,slow CPUprocessingis probablynotanissue.
We now turn to the issueof memoryandcommunication
latency.
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5 Leveraging the limited resources of the02143

�%!&#
s have somewhat limited amountof memoryand

highcommunicationlatency for accessesbetweenthe
�"!$#

andthehost.In orderto conductcomplex computationsin-
volving representationsof programsandproofs,it becomes
necessaryto rely on the hostingcomputerwhich is poten-
tially hostile. Any symbolic computation(suchas proof
checkingor type codeverification) typically involves the
useof datastructuressuchasstacks,queues,heaps,trees,
hashtables,arrays,etc.Relyingon thehostingcomputerto
maintaindatastructuresis acceptablein mostapplications
providedwecanreliablydetectfaults(whethermaliciousor
otherwise).

We areexploring a numberof schemesto detectviola-
tions of datastructureintegrity. Invariantscanbe checked
whenperformingoperationon the datastructure.Input to
theseinvariantscanbe storedlocally on the

�%!&#
aswell

ason theremotehostby checkingcryptographicsignatures
on retrieveddata.We have developedtechniquesfor using
thehostto storeandperformtheusualoperationsonstacks,
queues,hashes,arraysetc;with a very high probability, at-
temptsby the host to corrupt thesedatastructurescanbe
detected.This is achievedby storinga constantor at most
a logarithmicnumberof bits in the

�"!$#65
. Our techniques

do not aspireto the information-theoretic level of security
of memorycheckingprotocolsdescribedin [2]. In this ap-
plication, theadversary( � ) enjoysjust a constantlevel of
speedup over thememorychecker, andlower levelsof se-
curity appearadequate.Weareworkinga moreprecisefor-
malcharacterizationof thelevel of securityacheivedby our
approach.

6 Conclusion

We have describedanapproachto programverification
thatcombinesthesemanticimportof typecheckingandfor-
mal programverificationwith the efficienciesof signature
checking.Theapproachofferssomeattractivefeatures,par-
ticularly in the areaof protectingsoftwaredeveloper's se-
crets,and for plugging holesin deployedsoftware. The
approachfacesthe obstacleof resourcelimitation in cur-
rent

�"!$#
s. We areexploring several approachesto lever-

agingthe limited, but trustedresourcesin the
�%!&#

to use
the resourcesof the hostingcomputerin a trustedway. It
is importantto note that only codeproducersneedto use
a
�"!$#

with the embeddedtrustedtools; codeconsumers
merelychecksignaturesbasedon keys (andany accompa-
nying certificates)originating from the

�"!$#
. Of course,

7
Logarithimic in the number of operations performed on the

datastructure

if the hostingcomputeris compromised,thenpresumably
thesignaturecheckingsoftwaremayalsobecompromised,
andusingour approachoffersno significantadvantagesor
disadvantages.
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Appendix—Terminology

Someterminologyis presentedherefor convenience.We
assumeasymmetric(public-key) cryptographywith pub-
lic/privatekey pairs:e.g., rts 5u is a privatekey for theindi-
vidual

�
and r u is thecorrespondingpublickey.

SignaturesGivena datum v , w�xqyJz{ (kv./ is a valuerepresent-
ing the signatureof v by

�
, which can be verified using

r u . Note that w�x yJz{ (kv./ is usually just an encrypted[9]

hashvalueof v . It is infeasiblefor
�

to find v.|~}� v such
that w�x yJz{ (kv.|$/ � w�x yJz{ (kv./ . It is alsoinfeasibleto produce

thesignaturew�x yJz{ (�v./ from v (verifiableagainstv and r u )

without knowledgeof rts 5u . Suchsignatureson programs
madeby trustedverifiersin trustedhardwaredevicescanbe
usedin lieu of actualverificationby eachhost.

Certificates Given a public key r)� for an individual � ,
anda certifying agent� with public key r4� , thesignature
w�xqyJz� (j(hr �^� �^/+/ is takenasa (feasibly)unforgeableasser-
tion by � that r � is the public key of � . This is calleda
certificate,denotedhereby �4�H�M�:�$(hr � / andis usedin se-
curity infrastructuresasan introductionof � by � to any-
onewhoknows r4� . A trusted���H�M�W�����h�����W�A�J�d�W�
�������W� with
well-known public key canbeusedasa repositoryof keys
anda sourceof introductions. By composingcertificates,
chainsof introductionsarepossible.A similar mechanism
canbe usedfor a ���������H�Q�������W�h��� , which is just a signed
messagefrom an authority indicating that a public key is
no longervalid. We usecertificatesandrevocationsto in-
troduceandrevoketrustedsoftwareverifiers. In general,a
certificateis a kind of credentialfrom anauthority. Thus,
anauthority � maygeneratea credentialsignedwith r s 5�
for a trustworthysoftwaretool � of the form “ r)� is the
privatekey for � ; I alsobelieve that softwaresignedby �
canbe trustedto not deletefiles not in ���+��� ”. With this
credential,anagentH canverify softwaresignedby � and
thenperhapsallow thesoftwareto run, writesto ���+��� are
acceptable.

KeyManagementGivenasetof certificateauthorities,and
a setof otherparticipants,it is possibleto setup a policy
by which keys are introducedandrevokedby certificates.
We advocateuseof suchpoliciesfor keepingrevoking the
ability of faulty versionsof verifiers to sign code,and to
introducenew versions.
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