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Abstract

Serviceprovidershostingsoftwae on serversat there-
guestof contentprovidersneedassuancethat the hosted
softwae has no undesiable properties. This problemap-
plies to browserswhich host applets,networkedsoftwae
which canhostsoftwae agentsetc. Thehostedsoftwae's
propertiesare currently verified by testingand/or verifica-
tion processedy thehostingcomputerThisincreasesost,
causegslelay andleadsto difficultiesin versioncontmol. By
furnishingcontentproviderswith a physicallysecue com-
puting device with an embeddedertified private key, such
propertiescan be verified and/or enfoiced by the secue
computingdevice at the contentprovider's site; the secue
devicecanverify sud properties staticallywhen&er possi-
ble,andbyinsertingchedsinto theexecutablédinarywhen
necessaryTheresultingbinaryis attestedy a trustedsig-
nature, and can be hostedwith confidence This position
paperis a preliminaryreportthatoutlinesour scientificand
engineeringgoalsin this project.

1 Background

With the adwent of programmablenetworkapplications
such as the world wide web, trust in content hosting
hasbecomean importantaspectof distributedcomputing.
Providers (henceforthdenoted?) build content(C) (ap-
plets, servlets,switchletsaglets, CGl bins, etc). Hosted
contentis a kind of “mobile code”. Hosting companies
(H) suchas AT&T install this contenton their networks.
Clearly, wrongor malicioussoftwarecouldhave a devastat-
ing impacton a hostingbusinessesfnachineandnetwork.
Hostingorganizationsieedassurancéhatthe softwarehas
a certainsetof propertiesand/orthatthe vendorhasused
certainprocessesThesepropertiescanbe verified by ex-

tensve testingon #'s part,which cangive us somebeliefs
subjectto confidencdevels. Thetypical scenarids shavn
below.

1. P sendsCtoH.
2. H testsC undermary differentpossibleconditions.

3. If C passesests,} agreedo hostsoftware.

Otheroptionsfor # include formal verification, trans-
forming the programin someway (by insertingassertshat
fail whensafetypropertiesareviolated,e.g.,),or sandbox-
ing [14] the softwarein a runtime ervironment. All these
optionshave hurdles,including difficultiesin verification,
unwantednformationdisclosurea priori humancosts,ad-
ministratie difficulties,or runtimepenalties.

2 RelatedWork

Theissueof mobile codehasreceveda greatdealof at-
tentionlately [3]. In additionto the naive testingapproach
describedin the previous section, there are approaches
basedon formal programverification. Verification hasto
be carried out by the hostingcomputer sincein general,
ary typeof tool thatrunsonP's machinecannotbetrusted.
Evenif suchtoolsareprovidedby #, thereis noguarantee
that sucha tool will not be compromisedn someway at
P'ssite,andthusbemadeto producebadoutput.

If H hasaccesgo the sourcecodefor C, thenmoreop-
tions becomepossible. First, typically, sourcehas more
informationthanthe executable so it becomegossibleto
checkcertainpropertiesstatically Somepropertiescannot
be staticallycheckedandmustbedoneatruntime;in such
casesaccesgo the sourcecodeallows increasedrecision
in determiningexactly whereruntime checksneedo bein-
serted Unfortunately” maybeunwilling to releasesource
to H. Of courseP canrunthesestaticchecksonthesource
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codeat hismachine andmakevariousclaims,but H hasno
meanf verifying suchclaims.

In this section,we discusssomeapproachedasedon
statictyping, formal verification,and cryptographicsigna-
tures.

2.1 Java

Java supports'trusted” hostingof content. Java applets
constructedy potentially hostile partiescan be hostedin
the carefully controlledJava runtimeernvironment.Java se-
curity is basedon a numberof principles[7], oneof which
is type safety Verifying type safetyinvolvesa greatdeal
of informationabouta program;for this reasonJava byte
codescontainexactly the sameinformationasJava source
code.This byte codeverificationis doneevery time anap-
pletis receved, beforeit canbeexecuted Whenanapplets
bytecodeshave beensuccessfullyverified, thereis a rea-
sonable(thoughas yet formally unproven) belief that the
bytecodeswvill notgiveriseto typeerrorsduringexecution.
Thussecurityflaws dueto type confusionareavoided,and
illegalaccesgo facilities (e.g.,calling a privatemethodof a
classfrom a methodof anotherclass)areguaranteeaot to
happen.

There are several difficulties associatedvith this ap-
proach. First, for large applets,therecanbe a significant
overheado doingbyte codeverification. Secondsincethe
safetypropertycheckqin thiscasetypechecking)aredone
at the hostingparty's site, exploitable weaknesseéseveral
aredescribedn [7]) in the checkingprocesanustbe ad-
dressedy propagatinghew versionsof the verifier to ev-
ery userof thewebclient. Thelarge, diversepopulationof
web usersmakest unlikely thattimely andorderly update
of faulty versionsof the verifier will occur Finally, Java
byte codeis sourcecode; bytecodedecompilertools such
asmocha [13] have amplydemonstratethis fact. This nat-
urally raisesintellectualpropertyprotectionconcerns:full
implementatiordetailsarerevealedto every user.

2.2 Proof-carrying Code

The traditional formal verification approachinvolves
constructinggivena pieceof software)a formal proof that
certain safety propertieshold. Typically such proofs are
large, cumbersomeand makeuseof powerful proof tech-
niguessuchasinduction. Thereareformidableobstaclego
theautomateaonstructiorof suchproofs. It would be un-
realisticfor # to constructsuchproofsaboutevery hosted
softwareC.

Necula[8] adwocatesanappealingvariantof the formal
verification approach. The proof 11 is constructecby P,
andis shippedto # alongwith the binary programC. C
is suitablyannotatedo facilitate the constructiorof a ver

ification conditionV', with the propertythatif V' couldbe
establishedthe safetypropertydesiredby # holds. 1T is
constructedo establishV in a formal framevork that P
andH have agreedupon. Theburdenon# is now reduced
to the far easiertaskof proof checking, which canoften
be carriedout very fast. Gunteret al [6] recommendan
allied approachthey call “proof referencing’code,which
involvesthe developmentandreuseof logical framevorks
constructechasHOL theories.Suchframevorks reducethe
proof constructionburdenon . However, it is important
to bearin mindthatthe proof-carryingcodeapproachs not
alwaysapplicable Not all safetypropertiescanbecastasa
verificationcondition[10, 12].

Theseapproachesre subjectto someof the sameis-
suesdiscussedn § 2.1. First proof checkingcanstill be a
substantiatask,dependingpn the sizeof the proof; Necula
reportsthat a type-safetyproof for a 730 byte binary pro-
gramwascheckedn 1.9 ms. For mary practicalprograms,
this overheadcanbe expectedto be a gooddeallarger. In
casesvherethe proof is checkedonceandthe programis
runmary times,theoverheadnaybeacceptablen thecase
of highly mobile codesuchasappletsandagentsthis may
represenainunacceptableverhead.Secondproof check-
ersareinstalledandrun on the hostingcomputerandthus
aresubijectto the versioncontrolandreleasgroblemsdis-
cussecarlier Finally, thefull proof,andary invariantsthat
contribute towardsthe proof will have to bereleasedo #
for checkingithis mayleadto unwantedossof intellectual

property

2.3 “Trusted Builder Signatures” the ActiveX
model

The ActiveX model [1] also allows for the possibility
of automatinghe developmentof trustin softwarethatis
recevedovertheinternet.ActiveX is basedntheassump-
tion thatsoftwarebuilt by well-known individualsandcom-
paniescan be trusted. Authenticity of softwareis estab-
lished by an attachedcryptographicsignature. If the key
onthesignaturecorrespond$o oneof “trustedgroup”then
the softwareis acceptedand run on the machinewithout
ary furtherstaticor dynamicchecks.Theadwantageof this
approachis thatthereis no static verification or run time
checking. Signaturecheckingis very quick, andaddsvery
little overhead.

The trust in this casein entirely basedon properkey
managementand properuseof the keys in signatures.If
the keys getstolenor misusedsigned(andthereforecom-
pletely trusted)softwarecould wreakhavoc. To quotethe
PrincetonSafelnternetProgramminggroup[5]:

“ActiveX security relies entirely on human
judgement.ActiveX programscomewith dig-
ital signaturegrom the authorof the program



andarybody elsewho choosego endorsehe
program.

The basicproblemhereis that the signaturesn ActiveX
convey an unspecifiedurverified intention on the part of
the signer Why did the signersign a particularpiece of
software? What doesshe meanby the signature? Who
elsehasher signingkey? The confusionover thesecriti-
cal issuedies at the heartof the ActiveX signature-based
trustmodel. Thereis anotheiimportantdimitation; although
thereare a considerablenumberof softwarevendors,few
of thesevendorsmay have brandnamerecognitionamong
consumersand thus enjoy broad acceptancén this trust
model. However, in general consumersvould suffer from
to belimited from usingcodeproducedy anunknown soft-
wareproducer(eventhoughthe codemayhave beensigned
by this producer).

2.4 Third-Party Verifiers

Softwareproducersanhave their codetestedby third-
parties presumablytrusted by the consumer The third-
partiescryptographicallysignthe codeattestingo thetests
thecodehaspassed.

This approachwhich may be attractive to somesoft-
ware vendorsmay not be suitablefor everyonefor a va-
riety of limitations. The softwareproducermusttrustthe
testerto maintainconfidentialityover aspect®f thetesting
process.Thereareary numberof aspectghatcanbe a se-
crey concernto the softwareproducerincluding the fact
thata producthasbeensubmittedfor testing,the resultsof
thetesting,andinformationrevealedaboutthe codeduring
testing. Other approachesnot involving third party test-
ing [4], couldbe used. Testingapproachedhowever, have
a fundamentalimitation: it is impossibleto testprograms
underall possibleconditions.Thusit is alwayspossiblethat
a programmay exhibit undesirabldehaiour undercondi-
tionsthatwerenever raisedduringtesting.

2.5 Synthesis

Our goalis to combinethe efficiengy and speedof sig-
natureverificationwith the semantidorce of formal verifi-
cation,while simultaneouslyroviding for betterkey man-
agementparticularly relatively fool-proof mechanismdo
prevent the theft and/ormisuseof signing keys. We also
seekto avoid disclosurgto ary third parties)aboutthecon-
ductof testingor verificationprocessesie accomplistthis
usingwidely known, establishedlevies usedcurrently in
electroniccommercepplications.

3 Physically Secure co-processors.

A physically secureco-processolis a device that is
a computerthat is encasedn a tamperproof enclosure.
The enclosures designedo enablethe processoto self-
destruc{erasall its memory)if tamperedvith. Suchapro-
cessolcanbe madeto containa certifiedprivatekey. Such
processorsre available in variousconfigurationsyanging
from smartcardswith limited abilities to processorsuilt
on physicallysealectircuit packs.We referto suchdevices
genericallyasPSC (physicallysecureco-processor).

A PSC comprisesa CPU, ROM and RAM memories,
possibly somespecializedhardwarefor cryptography an
interfacewith limited (untrusting)accessall enclosedn
a secure tamperproof enclosure. They are available cur
rentlywith upto1lMB RAM, andasecureoperatingsystem,
which canrun differentapplications. The entire PSC is
readily portable,andcanbeinstalledin differentmachines
(aslong asthe appropriatadockingportis available). Soft-
ware (certified with appropriatesignaturesan be down-
loadedin the PSC and executed. In this manner a dis-
tributedcomputationcanbe conductedwith somesecure
computationgonductedn the PSC andnormal computa-
tionsin the hostingmachine. Independentagentscande-
veloptrustin thesecomputationssubjectto signaturesp-
pendedo theresultsof the computationsonductedy the
PSC. Detailsof physicallysecureco-processorgndmary
differentapplicationgotherthanthe onediscussedherein)
canbefoundin [15].

4 Tools Resident in Physically Secure co-
processors.

Ourapproachs to establishtrustin softwareusingtools
residentin a’PSC installedat theP's site. Specifically we
ervisiontoolsresidenin PSC devices. ThePSC wouldbe
deliveredto P's site; the tool which checksthe P's source
codefor the desiredpropertywould either resideon the
PSC or could be deliveredlater to P with the signatures
necessaryo developtrustin the PSC.

First,thetoolsprocesshesourcecodeandverify thede-
siredproperty Thenusingakey residentin the PSC, they
build the binary, appenda statemento the effect that the
binary can be trustedto possesghe desiredpropertyand
signit with the PSC's key. Key certificatescould alsobe
appended.Upon receiptof this binary, with the accompa-
nying signature the hostingorganizationcantrustthat the
binary hasthe requisiteproperty Both softwareproducers
andsoftwarehostingorganizationggain significantadwan-
tagesdetailsarediscussedbelon.



4.1 JavaApplication

An immediateapplicationof this technologyis to the
verification of Java byte codes. Java byte codescan be
constructedy anuntrusteddeveloper on anuntrustedma-
chine. Oncethe developmentis complete,the developer
can“submit” the byte codesto a byte codeverifier, resi-
dentin a PSC, for verification. Whenthe byte codeshave
beenverified, the PSC outputsa signaturecertifying that
the byte codeshave beenverified. Becauseof the confi-
dencein the physicalsecurityof the PSC andits resident
byte codeverifier, browserscansimply checkthe signature
andrun the byte codes. Signing keys canbe managediia
certificatesembeddedvithin the browser suppliedby the
PSC, or pushedo thebrowservia “push” technologie®tc.
Similarly, key revocationscanbe pushedo the browseror
pulled from a centralrepositoryat startuptime. Pushing
verificationto the bytecodedevelopers site, and only sig-
naturecheckingatruntime offersa performancexdvantage
over the existing approachof alwayscheckingbytecodes
prior to execution. Thereis alsoanothersignificantadwan-
tage.

Securityweaknessein the Java type systemor the byte
codeverifierhave beendiscoreredon severaloccasion$7].
Whensuchweaknesseare discosered, the only way cur-
rently for browsersto securethemselesfrom attacksthat
exploit a known weaknesss to downloadandinstall a new
versionof the browser(or appletviewer). Thereareobvi-
ouslogisticaldifficultieswith O(107) browserusersupdat-
ing their browsers;mary browsersareunsophisticatecand
may simply be unavareor unableto updatetheir browsers,
thusleaving themseles vulnerable. If the verificationis
done by the developer the burdenof upgradingto avoid
known weaknessermow shifts to the developer; he hasto
geta new PSC (or download certified nev softwareinto
his PSC). On the client side, upgradesyersionmanage-
mentetc becomdransformednto a far moretractablekey
managemerissue.Whena flaw is discoveredin a version
of the bytecodeverifier, the keys correspondingo thatver
sion of the verifier canbe revokedby the manufacturera
certifiedrevocationmessageanbe passen thebrowsers
using“pull” or “push” approachefl1].

4.2 Formal Verification

Java bytecodeverificationis possibleonly becausdara
bytecodesare essentiallysourcecode. Approachessug-
gestedby Necula[8] et al work on the binary; intellectual
propertyis muchharderto stealfrom binaries.However, in
the proof-carryingcodeapproachthe binary is accompa-
nied by annotationsanda proof. Theseare neededy the
codeconsumetto generateboth a safetyverification con-
dition, andto checkthat this conditionis shaved by the

proof. Unfortunatelytheannotationgndthe proof candis-
closealot of valuableinformationaboutdesignandimple-
mentation.For example,the examplegivenin [8] discloses
thefull layoutof the datastructuressed. In this particular
casetherewasonly onedatastructurehut in generalto es-
tablishthatno badpointersaregeneratedby a givenbinary
program,it would be necessaryo disclosethe layouts of
all the heapdatastructureandthe invariantsmaintainedn
eachloop of the programthat pertainedo memoryusage.
For example,supposehe loop containeda proprietarytree
or graphtraversalalgorithm. The datalayoutsof thegraph,
and significantinformation aboutthe operationof the al-
gorithmwould be disclosedvia the loop anddatastructure
invariants. Commercialvendorsmay be reluctantto reveal
thistypeof information.

Supposaproofcheckemwereembedded aPSC. Now
adevelopercouldgeneratea proof carryingbinary, andre-
vealtheannotationsindtheprooftoa?SC, athissite. Note
thatonly a proofcheckemeedto beembeddedh thePSC;
ary toolsactuallyusedto constructthe proof could be left
ontheP's machine.Any associatedheoriesor infrastruc-
turesthatwereusedin the constructiorof the proof canbe
revealedto the P SC for verification. Theorieswith derived
theoremscould be presentedavith proof for suchtheorems,
or with a signaturdrom atrustedverificationauthority

The’PSC would generateghe conditionfrom the binary,
checkthe proof, and sign the binary togethera statement
that the relevant safety propertyhad beenestablished.In
thiscasetheproofandtheannotationsieednotberevealed
to the code consumer;the signatureof the PSC hasthe
samemport.

Of coursethe advantagesliscussedn the Java section,
regardingversionmanagemenand efficiency at the code
consumesitewould alsoapply here.Again, with binaries,
thereare significantperformanceandintellectualproperty
protectiongains.

4.3 Implementation issues

Importanimplementatiorconsiderationaretheamount
of computingresourcevailableonthePSC, thecommuni-
cationlateng, andmemoryonthe PSC.

For the trustedtools application,the CPU speedproba-
bly notamajorobstacle Notethattoolscanberunonmore
powerful, untrustedmachinedirst, to seeif the resultsare
satisfactory,only whenthe softwarevendoris readyto re-
leasethe softwareis it necessaryo actuallyrunthe source
codethroughthePSC. Sinceit hasto bedoneonly oncefor
eachreleaseslow CPUprocessings probablynotanissue.
We now turn to the issueof memoryand communication
lateng.



5 Leveraging the limited resources of the
PSC

PSCs have somevhat limited amountof memoryand
high communicatioateng for accesseketweerthe?SC
andthehost.In orderto conductcomplex computationsn-
volving representationsf programsandproofs,it becomes
necessaryo rely on the hostingcomputerwhich is poten-
tially hostile. Any symbolic computation(such as proof
checkingor type code verification) typically involvesthe
useof datastructuressuchasstacks,queuesheapstrees,
hashtables arrays etc. Relyingon the hostingcomputetto
maintaindatastructureds acceptablen mostapplications
providedwe canreliably detectfaults(whethemaliciousor
otherwise).

We are exploring a numberof schemego detectviola-
tions of datastructureéntegrity. Invariantscanbe checked
whenperformingoperationon the datastructure. Input to
theseinvariantscan be storedlocally on the PSC aswell
asontheremotehostby checkingecryptographicsignatures
on retrieved data. We have developedtechniquedor using
thehostto storeandperformtheusualoperationon stacks,
gueueshashesarraysetc; with a very high probability, at-
temptsby the hostto corruptthesedatastructurescanbe
detected.This is achiezed by storinga constanor at most
alogarithmicnumberof bits in the PSC!. Ourtechniques
do not aspireto the information-theoreti level of security
of memorycheckingprotocolsdescribedn [2]. In thisap-
plication, the adwersary(#) enjoysjust a constantevel of
speedup over the memorycheckerandlower levels of se-
curity appeamladequateWe areworking a moreprecisefor-
malcharacterizationf thelevel of securityachevedby our
approach.

6 Conclusion

We have describedan approachto programverification
thatcombineghesemantidmportof typecheckingandfor-
mal programverificationwith the efficienciesof signature
checking.Theapproaclofferssomeattractve featurespar
ticularly in the areaof protectingsoftwaredevelopers se-
crets, and for plugging holesin deployedsoftware. The
approachfacesthe obstacleof resourcdimitation in cur
rentPSCs. We are exploring several approaches$o lever-
agingthe limited, but trustedresourcesn the PSC to use
the resource®f the hostingcomputerin a trustedway. It
is importantto note that only codeproducersneedto use
a PSC with the embeddedrustedtools; codeconsumers
merelychecksignaturedasedon keys (andary accompa-
nying certificates)originating from the PSC. Of course,

! Logarithimic in the number of operations performed on the
datastructure

if the hostingcomputeris compromisedthen presumably
the signaturecheckingsoftwaremayalsobe compromised,
andusingour approacloffers no significantadvantagesor
disadantages.
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Appendix—Terminology

Someterminologyis presentecherefor convenience. We
assumeasymmetric(public-key) cryptographywith pub-
lic/privatekey pairs:eg., K;l is a privatekey for theindi-

vidual P and K'p is thecorrespondingublic key.

SignaturesGivenadatumd, o -1 () is avaluerepresent-
P

ing the signatureof § by P, which canbe verified using
Kp. Notethat o, -1 (J) is usually just an encrypted[9]
P

hashvalueof 4. It is infeasiblefor P to find §* # & such
thatoK;l (6%) = UK;1(5). It is alsoinfeasibleto produce

thesignaturer ;-1 () from ¢ (verifiableagainst and K'p)
P

without knowledgeof K;l. Suchsignatureson programs
madeby trustedverifiersin trustedhardwaredevicescanbe
usedin lieu of actualverificationby eachhost.

Certificates Given a public key K, for an individual =,
anda certifying agentw with publickey K, thesignature
ox-1((Kx,m)) is takenasa (feasibly) unforgeableasser
tion by w that K, is the public key of . Thisis calleda
certificate,denotedhereby Cert,, (K ) andis usedin se-
curity infrastructuresasan introductionof = by w to ary-
onewhoknows K. A trustedcertificate authority with
well-known public key canbe usedasa repositoryof keys
and a sourceof introductions. By composingcertificates,
chainsof introductionsare possible.A similar mechanism
canbe usedfor a key revocation, which is just a signed
messagdrom an authority indicatingthat a public key is
no longervalid. We usecertificatesandrevocationsto in-
troduceandrevoke trustedsoftwareverifiers. In generala
certificateis a kind of credentialfrom anauthority Thus,
anauthorityw may generatea credentialsignedwith K !
for a trustworthysoftwaretool = of the form “K is the
privatekey for ; | alsobelieve that softwaresignedby
canbe trustedto not deletefiles notin /tmp”. With this
credentialanagentH canverify softwaresignedby r and
thenperhapsllow the softwareto run, writesto /tmp are
acceptable.

KeyManagementGivenasetof certificateauthoritiesand
a setof otherparticipants,t is possibleto setup a policy

by which keys are introducedand revoked by certificates.
We adwcateuseof suchpoliciesfor keepingrevoking the

ability of faulty versionsof verifiersto sign code,andto

introducenew versions.



