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ABSTRACT

We propose an approach for reasoning about message integrity protection in cryptographic
protocols. The set of axioms presented herein relate design parameters and assumptions of
message integrity protection mechanisms to generic message integrity threats. Comparison
of threat properties derived using these axioms with the policy goals for integrity protection
aids in assessing the strength (or lack thereof) of message integrity protection mechanisms.
We provide examples to illustrate the use of our approach in examining the weaknesses of
message integrity protection mechanisms, and also in suggesting modifications in their design
parameters.

Categories and Subject Descriptors: C.2.4 [Computer-Communication Networks]:
General - Security and Protection, Distributed Systems; D.4.6 [Operating Systems]: Security and
Protection - cryptographic controls; E.3 [Data]: Data Encryption.

Key Words and Phrases: Message integrity, integrity threshold, effective threshold, block mem-
bership, order, cardinality, plaintext, ciphertext.

1.1 Introduction

Cryptographic protocols, and in particular, authentication protocols, rely on message integrity pro-
tection. However, mechanisms for protecting message integrity have been shown to be error-prone
([3], [4], [14], [18], [20]). Past studies of message integrity have focused primarily on finding attack
scenarios in message integrity protection mechanisms, suggesting solutions to eliminate vulnerabil-
ities, and proposing new algorithms for message integrity protection [2], [3], [4], [5], [14], [15], [18],
[21]. Recently, an operational model for message integrity, and a general method for designing mes-
sage integrity protection mechanisms was also proposed [21]. However, to date, analysis of message
integrity protection mechanisms has been done in an ad-hoc manner. A method which considers
the types of threats that the environment is exposed to and analyzes protection mechanisms to de-
termine whether they achieve their goals® has not been proposed. An analysis method that relates
design attributes and assumptions of message integrity protection mechanisms to message integrity
goals is useful in (1) analyzing extant protection mechanisms for their threat resistance properties,
(2) designing new protection mechanisms, and (3) to help gain insight into properties of message
integrity protection mechanisms.

In this paper, we propose a set of axioms which model the threats to message integrity in a
given environment. These axioms relate the design parameters and assumptions of message integrity
protection mechanisms to generic message integrity threats. Comparison of threat properties derived
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?Message integrity protection mechanism goals are usually stated in terms of a probability
threshold; i.e., in the form Probabelity with which the protection mechanism ts vulnerable to message
integrity compromise is less than a specified threshold [20].
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using these axioms with policy goals for integrity protection allows one to assess the strength (or
lack thereof) of protection mechanisms. The analysis of protection mechanisms using our axioms has
shown that some of the previously flawed mechanisms [18], [19], [20] do not achieve their policy goals.
The analysis of protection mechanisms has also suggested modifications in their design parameters
to remove existing vulnerabilities. Although the axioms presented herein mainly concern shared
key cryptosystems, this reasoning can be extended to public-key cryptosystems (i.e., those that use
RSA scheme [17] or variants thereof) as well. We provide some guidelines on how this may be done
in Appendix A.

In our model of computation (section 2), we assume that messages are broken up into blocks
and that the encryption algorithm is applied to each of these blocks. Hence, the axioms presented
herein refer to block enciphering, and cannot be applied to stream encryption. The axioms presented
herein model the threats assumed in our model. Hence, these axioms are applicable in analyzing
message integrity protection mechanisms only against the types of threats assumed in our model.

The balance of this paper is organized as follows. In the next section, we briefly discuss our
model of computation and introduce the notation that we use to reason about message integrity. In
section 1.3 we briefly list some of our assumptions about the operating environment. In section 1.5,
we discuss the intuition behind the axioms which relate design parameters and assumptions to the
goals of protection mechanisms. We use the axioms to analyze some well known (flawed) protection
mechanisms and show how the analysis suggests a change in design parameters in order to achieve
the specified message integrity goals.

1.2 Model of Computation

Our model of computation is derived from the operational model for message integrity of [19]. This
model consists of a set of principals (e.g., users, processes or machines), a distinguished principal
(X)) called the attacker and an open network consisting of buffers to/from which messages are
sent/received by all principals, including X. Messages sent over the network may or may not
be encrypted, depending on whether their application requires confidentiality or not. Encryption
algorithms use keys (random numbers) as arguments, and when applied to plaintext, produce
ciphertext.

The plaintext message is broken up by the encryption algorithm into a sequence of blocks and the
encryption algorithm is applied to each of those blocks. At the receiving end, the ciphertext blocks
are decrypted to obtain the original message. If the plaintext message is viewed as an ordered set
of plaintext blocks, then the integrity of a received message is said to be preserved if the received
(decrypted) message contains all (and only) the plaintext message blocks that are sent, in the
proper order (as intended by the sender). In the terminology of [18], these set properties are called
membership (M), order (O), and cardinality (C). The M, O and C properties of plaintext messages
are mapped onto checksum functions. We refer to these functions collectively as “MOC” functions,
and the checksums that they compute over all message blocks, as MOC-values.

The goal of an attacker is to construct a valid message representation (i.e., a message represen-
tation which decrypts properly and passes the message integrity checks at the receiving end). The
goal of the system is to preserve message integrity by keeping the probability of a successful message
integrity compromise below a specified threshold. The attacker is capable of recording all message
exchanges that occur over the network. Further, the attacker can distinguish between ciphertext
blocks that are encrypted with two different keys, without necessarily knowing either key. This is a
reasonable assumption, since the knowledge of the session identifier of a message is often indicative
of the use of a (particular type of) key.

Whenever a key which is used as an argument in a function (e.g., encryption key in encryption)
is not assumed to be secret, the attacker is assumed to know the value of the key with certainty.
Otherwise (if the key is secret), the attacker can only guess the value of the key randomly from
the space of the key. If a random key which is secret is used as an argument in the domain of the
encryption function the ciphertext can be predicted with a very small probability by X, given that
X has chosen the plaintext values.

To construct a valid message representation, the intruder must find (1) the matching encrypted
MOC value for the plaintext message or a plaintext message for an encrypted MOC value, and
(2) find the ciphertext corresponding to the plaintext that has the proper MOC value. The second
objective may not be relevant in cryptographic protocols using public-key cryptosystems (i.e., those
using the RSA scheme [17] or variants thereof), since finding the ciphertext for plaintext amounts
to finding the encryption key which is publicly known.

In cryptographic protocols using conventional (shared-key) cryptosystems, the attacker can find
the ciphertext for a plaintext message in three ways, namely, by (1) finding the encryption key,
(2) by matching the plaintext with the plaintext blocks for which the corresponding ciphertext
blocks are known (i.e., by collecting known plaintext-ciphertext block pairs), and (3) by using the
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knowledge of domain-range pairs of the encryption function (i.e., plaintext-ciphertext pairs) to make
a “calculated guess” of the ciphertext representation.

The attacker can find the encrypted MOC value for a plaintext message in two ways: (1) by
finding both the encryption key and MOC function key, or (2) by using the knowledge of the
plaintext message and MOC value pairs to make a calculated guess of the encrypted MOC value.
An attacker can find a plaintext message for a given encrypted MOC value in three ways: (1) by
finding the encryption key and the MOC function key, (2) by using the knowledge of the plaintext
and MOC value pairs in addition to the many to one mapping from the plaintext messages to the
MOC values*, and (3) by using the knowledge of the plaintext-ciphertext block pairs to construct
a plaintext message for an encrypted MOC value.

The attacker action using known plaintext-ciphertext block pairs is made less effective by using
random blocks in the domain of the encryption and MOC functions, in addition to the keys. These
random blocks are commonly referred to as confounders. In addition, some encryption algorithms
use an initial permutation of the plaintext blocks before encrypting them. The permutation is often
referred to as an Initialization Vector, (IV). We model the use of confounders and Initialization
Vectors (IV’s) collectively, and call them confounding text. The effect of adding them is to multiply
the (range) space of the ciphertext message representation for a given plaintext message (domain)
by the space of the confounding block(s). However, the effect of adding confounding components
to the domain of the MOC function on the resulting MOC space is not as straight forward. This is
because the size of the MOC block is fixed, and in the worst case, for any message, the MOC value
can be randomly guessed with probability of success at least equal to the reciprocal of the MOC
block space. We discuss this case in greater detail in our axioms.

1.2.1 NOTATION AND DEFINITIONS

Run : An epoch during which a set of principals (e.g., users, machines or programs) share a com-
munication channel (e.g., a set of cryptographic keys) to exchange information. In particular,
the principals which participate in this type of communication, and the messages that they
send /receive thereby, are said to “belong” to the run.

X : A principal which does not belong to the session (i.e., an illegitimate member of the session,
or an attacker).

P;: A plaintext block (with index i denoting its position in the message), the size of which is a
constant defined in the cryptographic protocol.

P!: A modified plaintext block. P/ is the result of applying some function on P;; e.g., in Cipher-
Block-Chaining, the modified plaintext block is obtained by Exclusive-OR-ing the plaintext
block with the previous ciphertext block.

{P/}tkey: Ciphertext block obtained by encrypting a modified plaintext block P; using the encryption
key (tkey). In the case of unencrypted messages (i.e., tkey is null) {P}irey = P.

MOC(mkey, M): Membership, order and cardinality value computed over message M (consisting of a set of b
plaintext or ciphertext blocks), using the MOC function key (mkey). The MOC function key
refers to the key used as an argument by the function to compute the checksum.

X has (n,tkey): Principal X has n unique plaintext and ciphertext block pairs encrypted with tkey. In par-
ticular, X can have a plaintext-ciphertext pair either by encrypting known plaintext, or by
decrypting a ciphertext, or by observing ciphertext messages whose (plaintext) contents are
known.

X has (m, mkey, tkey): Principal X has m unique (plaintext) messages and their corresponding MOC-values com-
puted with mkey, and (optionally,) encrypted with tkey. X can have plaintext message and
encrypted MOC-value pairs either by sending/receiving known messages and observing the
encrypted MOC-values, or by observing ciphertext messages whose plaintext contents are
known, and noting their encrypted MOC-values. In cryptographic protocols that do not en-
crypt the moc-function values, the tkey is treated as a known constant (say zero), and the
tkey space is unity.

X finds F': Principal X finds information F', either by deriving F' from the information it possesses or

by randomly guessing F'.

*Given any message, the probability that its MOC value is equal to some C is at least equal to
the reciprocal of the MOC space.
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Principal P finds F' such that F' matches G in accordance with some matching criteria. In
our axioms, G and F' are used to denote either a plaintext and its corresponding ciphertext,
or a text string and its corresponding MOC value (or vice-versa), or a plaintext and its
corresponding confounded text (formed by an initial permutation or by the addition of a
confounding block).

Information F' is secret in the Run. In particular, members of the session who legitimately
share F' are assumed not to reveal F' to anyone outside of the Run.

The number of all possible values that F' can take; i.e., size of the space of F.
The threshold of F. This is defined as the reciprocal of the space of F.

The reciprocal of the space of the encryption key. In the case of an plaintext message, the
key is null, and the key space is unity.

The reciprocal of the MOC key space. In the case of un-keyed MOC function, the mkey is
null, and the mkey space is unity.

The reciprocal of the ciphertext block space.
The reciprocal of the MOC block space.

The reciprocal of the confounder block space.
The policy threshold for message integrity.

The number of all possible (modified) plaintext and ciphertext block pairs that can be gen-
erated using the tkey.

The effective threshold of F. This is defined to be the reciprocal of the effective search space
of F''if F is a secret and F has been used as an argument in some function n times. In
particular, if the threshold of F'is T, then the effective threshold

ETp = —ZE

1—o(n)’
where o(n) > 0iff n > 0, and o(n 4+ 1) > o(n) if n > 0. Intuitively, o(n) is a measure of
the amount of information that the knowledge of » domain-range pairs of a function which
uses ' as an argument provides in “guessing” F'. When n equals the size of the space of the
domain-range pairs, ETr equals 1.

The effective encryption key threshold if tkey is assumed to be a secret and the tkey has been
used n times in plaintext block encryption.

_ Tikey
Elikey = 1—6(n)’

where §(n) > 0 iff n > 0, and 6(n +1) > é(n) if n > 0.

Intuitively, 6(n) is a measure of the amount of information that the knowledge of n plaintext-
ciphertext block pairs provides in “guessing” tkey.

The effective MOC key threshold if mkey is a secret and has been used m times in message
checksum computation.

ETm —_— kaey

key = 1—g(m)’
where ¢(m) > 0 iff m > 0, and ¢(m + 1) > ¢(m) if m > 0.
Intuitively, ¢(m) is a measure of the amount of information that the knowledge of m message-

MOC-value pairs provides in “guessing” mkey.

The effective ciphertext block threshold after n plaintext and ciphertext pairs have been
generated.

- T
ETviock = 72555,

where €(n) > 0iff n > 0, and e(r 4+ 1) > e(n) if n > 0.

Intuitively, e(n) is a measure of the amount of information that the knowledge of n plaintext-
ciphertext block pairs provides in “guessing” the ciphertext block for a given plaintext block.
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The effective MOC block threshold after m message and encrypted MOC-value pairs have
been generated.

— _T
ETmoc = moc

1—=x(m)’
where x(m) > 0iff m > 0 and x(m + 1) > x(m) if m > 0.

Intuitively, x(m) is a measure of the amount of information that the knowledge of m plaintext
message and MOC-value pairs provides in “guessing” the MOC-value for a given plaintext
message.

The effective MOC block threshold after m message and encrypted MOC-value pairs have
been generated in message types which use confounders.

T,
ETcmoc 2e

= 1-x(m)XTeony ’
where x(m) > 0iff m > 0 and x(m + 1) > x(m) if m > 0.

Intuitively, x(m) is a measure of the amount of information that the knowledge of m plaintext
message and MOC-value pairs provides in “guessing” the MOC-value for a given plaintext
message.

The probability of success in finding a given plaintext-ciphertext pair among n such pairs.

If the number of all possible pairs is |(P’, {P'}ikey)|, and the number of pairs that have
already been generated is n, then, assuming a uniform distribution of blocks,

ET, (n+1)

@ = P P Tikey)l

In the analysis presented in this paper, effective thresholds are used for establishing that if ETr
is a function of n (the number of available domain-range pairs of a function), then 17 > 1% for
n > 0. In other words, the effective threshold is larger than the real threshold for non-zero values
of n. Further, ET}q;r is useful in deriving a limit on the number of pairs that can be generated. We
will discuss this in some detail in section 1.5.

1.3

Environment Assumptions

In reasoning about message integrity protection mechanisms, we make several assumptions about
the operating environment and about the properties of the underlying system functions. We refer
to these assumptions collectively as the environment assumptions. The axioms that we present, and
hence, the results derived using them are based on these assumptions.

The encryption/decryption functions of block ciphers break a plaintext message M into b
blocks P, Ps, ..., P, and apply a specific function which transforms the b plaintext blocks
into P/, Py, ..., P, (e.g., in cipher-block chaining, P is a function of P; and {P/_;}tkey) and
encipher each block with the same key; i.e.,

{AM}tkey = {PI, ---,Pb}tkey = {P],}tkey, {Pé}tkey, ~~-,{Pl;}tkey

The block size of the cipher is a constant defined in the design of the protection mechanism.
Pair (P’,{P'}ikey) denotes the modified plaintext P’ and its corresponding ciphertext block
{P'}tkey. While the correlation between a plaintext block P and its corresponding ciphertext
block {P’}ikey cannot necessarily be determined, there is a one-to-one mapping between a
modified plaintext block P’ and its corresponding ciphertext block {P'}tkey. In the rest of the
paper, we refer to modified plaintext and ciphertext block pairs simply as plaintext-ciphertext
block pairs.

In message types which do not use checksums, to construct a ciphertext representation for
the plaintext message Pi, Ps, ..., P,, X must find the modified plaintest® P, P;,..., P}, and
— encrypt each modified block with tkey to produce the ciphertext representation, or

— find the corresponding ciphertext blocks {P|}ikey, {Ps}tkey, -, { Pt }they, from among
the known plaintext and ciphertext block pairs.

°The modified plaintext blocks are a function of the plaintext blocks, and may not always be
determined with certainty from the knowledge of the plaintext blocks.
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Possession of plaintext blocks Pi, Pa, ..., Py does not necessarily allow X to find the modified
plaintext blocks P, Ps, ..., P, with certainty. However, there are examples ([18]) where it is
possible to obtain P/ from P; with certainty (e.g., all cryptographic protocols which use
DES-CBC [6] encryption mode).

In message types which use checksums, the MOC function is computed over the entire mes-
sage (all blocks), and may be encrypted with the tkey. In such message types, the possession
of ciphertext blocks {Pj}ikey,-.., {P:}tkey corresponding to plaintext blocks P, ..., P, does
not allow X to construct a valid message representation unless he can also find the corre-
sponding modified MOC value {MOC(mkey, (P1,Pz,...,Ps)) }irey for the plaintext message

Pi, Ps, ..., Py. The valid message representation is idealized as:
{P{Yikey, {Ps}ikeyy s { Potikey {MOC(mkey, (P1, Pz, ..., Pp)) }tkey-

Note that the placement of the MOC block in the message representation is a function of the
message type, and is not considered in this analysis. The probability with which X can find
a valid message representation {Z\l'}tkey = {P1,P2,...,Pb, [\JOC(mkey, ]\l')}tkey is less than
or equal to the probability of finding the ciphertext blocks {Pi}ikey, {P2}ikey, -, { Po}tkey
and the moc-value {MOC(mkey, M)} ikey.

The encryption and checksum (MOC) functions are common knowledge. The only unknown
arguments in these functions are the keys that they use.

In any collection of modified plaintext and ciphertext block pairs, modified plaintext blocks
occur with uniform probability. This assumption is used to derive the probability of finding
a modified plaintext block and its corresponding ciphertext block in a group of plaintext-
ciphertext block pairs. In examples where some blocks are more probable than others, this
assumption can be relaxed to give a more detailed analysis.

At any given instance in the run, the number of all possible valid message representations
using a tkey, mkey pair is much larger than the number of valid message representations
that are generated during the lifetime of these keys. In particular, the ratio of the maximum
number of messages generated to the total number of possible messages is smaller than 7.

Legitimate principals maintain the privacy of the secret components of the keys that they
possess.

e The encryption key, moc-key and confounding blocks are chosen at random from their can-
didate spaces.

Preliminary Observations

o The number of all possible (modified) plaintext-ciphertext block pairs that can be generated
using the tkey is not larger than the number of all possible values that a ciphertext block can
take. While this limit is quite obvious, it is significant because the inequality also supports
properties of cryptographic protocols in which not all (modified) plaintext and ciphertext
block pairs can exist, since some plaintext message blocks are not considered valid.

e The number of all possible message representations and their corresponding MOC-values is
much larger than the number of all possible values that a moc-block can take. This is because
the message may consist of several blocks (which can be permuted) and each block can have
|block| values. For instance, if we consider a message containing 5 or more blocks, where each
block is 64 bits in length, the space |M,{M OC(mkey, M)}ikey| would be much larger than
2?%6 which is the space of the largest MOC block used in practice.

e In this analysis, we do not consider the vulnerabilities due to replay of old messages. This
type of threat does not compromise message integrity of individual messages. However, our
approach can be used to analyze message integrity attacks that are due to the use of old
message contents (or blocks) to construct new messages.

1.4 Axioms

We present a set of axioms which relate message integrity protection mechanism design parameters
and assumptions to the message integrity goals. The axioms follow from our model of computation
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and environment assumptions. Hence, the axioms derive message integrity properties in the context
of the set of threats that are assumed within our model of computation.

1.4.1 SECRECY

This axiom states that if F' is some information that is assumed to be secret throughout the session
run, then a principal X can find F' with probability less than or equal to ETr.

Secret(F, Run) = Prob[X finds F] < FElr

A1 Gecret(F, Run) = Prob[X finds F] = 1

where ETF is the effective threshold of F (section 2.1).

That is, if F' is assumed to be a secret, then the choice of F' by some principal X is uniformly
random in the “effective” space of F. If F'is not a secret, then it can be found with certainty by the
intruder X. We use this axiom in the analysis of protection mechanisms to define the probability
with which keys can be predicted. If a key is assumed to be secret, we define the probability with
which X finds the key to be at most equal to the effective threshold of the key. In the application
of this axiom, unkeyed functions (e.g., unkeyed MOC) are considered to be equivalent to keyed
functions which use known constants as their keys. This is because in both these types of functions,
the value of the range can be predicted with certainty for a given domain, if the function does
not add any unknown component to its domain. In such mechanisms, the key can be found with
certainty.

1.4.2 FINDING A CIPHERTEXT REPRESENTATION FOR A GIVEN
PLAINTEXT

In this axiom, we compare the three search processes using which X may be able to find a matching
ciphertext representation {M }¢x.y for a given message M = P, .., Ps.

X has (n,tkey); Prob[X finds tkey] =S

Az Prob[X finds {M }ixey for M| < maz(S, (ETpair)”, (ETotock)")

where n < [(P', {P'}ikey)|, and b is the number of blocks in message M. If tkey is a secret, S
1s ETigey. Otherwise, S is 1. By definition, ETpq;r is the probability of finding a given plaintext-
ciphertext pair among n pairs. The intruder would require b such pairs, each of which would have
to be searched independently. Hence, we obtain the second term (ETpair)b. By definition, ETviock
is the effective threshold of a ciphertext block. The intruder would need b such blocks to compose
a message. Hence, the term (ETblock)b.

The probability with which X finds {;M}tkey for a given M is at most as large as the maximum
of these three probabilities (i.e., the one which is most likely to be successful). In this axiom, we
do not take into consideration the probability with which X can also find a matching checksum for
the plaintext (We describe this in another axiom, namely, As). In the analysis of message integrity
protection mechanisms, we use this axiom in conjunction with the property that the ciphertext
block space is no smaller than the plaintext-ciphertext block pair space. That is, ETpqir is greater
than (n—|— 1) X Thiock- In this axiom, we do not take into account any confounding text that the layer
may add to the domain of the encryption function. This omission is intentional, since we treat this
feature separately in axiom Aj.

An interesting result of axiom A, is that if (ETpm‘r)b > Tint or if (Eszock)b > Tin: then Prob[X
finds {]W}tkey for ]\4] is not limited by 7;y:. ;From the definitions of these effective thresholds, it
follows that if n > |(P’, {P'}trey)| x (Tmt)% orif e(n) >1— (T”“’“)’l, then Prob[X finds {M }irey

Tint)b
for ]\4] is not limited by 7;,:. This is interesting because we can define a lifetime restriction on
the tkey based on this condition. ;From our observation that the ciphertext block space is larger

1
than the plaintext and ciphertext block pair space, this result also implies that if n > %, then
Prob[X finds {M}irey for M]is not limited by Tine.

1.4.3 CHECKING THE VALIDITY OF MESSAGES

In this axiom, we describe the process by which X may find either the MOC-value for a given
plaintext message, or a plaintext message that corresponds to a given MOC-value.
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X has (m, mkey, tkey) ; X has (n, tkey);

Prob[X finds tkey] = S; Prob[X finds mkey] =T

ProblX finds {MOC(mkey, M )}irey for M] < maz(S x T, ETpmoc)

Prob[X finds M for {MOC(mkey, M)}irey] < maz(S x T, ETrmoc, (ETblOck)b)

A3!

That is, if principal X has m pairs of plaintext messages M and their corresponding MOC values
computed with key mkey and encrypted with tkey, and X has n plaintext-ciphertext block pairs,
then the probability with which X finds tkey is S, and the probability with which X finds mkey
is T, then X can find {MOC(mkey, M)}irey for M with probability less than or equal to the
maximum of S x T, and ETpoc. X can find M for {MOC(mkey, M)}irey with a probability which
is not greater than the maximum of S x T, ET 0, and (Eszock)b.

The reasoning behind this axiom is similar to that of As. X may be able to find the MOC-value
corresponding to a given text in two ways, namely:

1. By finding both the mkey (in the case of a keyed MOC function) and the tkey (in the case of
an encrypted MOC-value), The probability of this is S x T if tkey and mkey are unrelated. In
some cryptographic protocols, this may not be the case, as mkey and tkey may be identical
(e.g., Kerberos V4), or the discovery of tkey may aid in finding mkey.

2. By computing a MOC-value for the message M using the knowledge of the m message and
MOC-value pairs. X can find the MOC-value for the message by searching the effective moc-
block space. This search succeeds with probability ET,cc.

X may be able to find the plaintext for a given (possibly encrypted) MOC-value in three ways,
namely

1. By finding both mkey and tkey, and using the knowledge of the moc-function to construct
a message M which has the required MOC-value. The probability of this is at most S x T'
(discussed above).

2. By making use of the many to one mapping from messages to MOC-values. Since any given
message has a particular MOC-value with probability 7,0, the probability with which any
chosen message M will have the MOC-value {;MOC(mkey, Z\l)}tkey, given that X has m
message and MOC-value pairs is at most equal to ETyoc, the effective moc threshold (in this
axiom, non-existence of a confounder is assumed), using the same arguments as before.

3. Lastly, X can choose a plaintext message representation M by randomly choosing b blocks to
match the message by searching the effective block space. Using the environment assumption
we have that the probability of success in this type of search is limited by the effective block

threshold.

The probability of finding {M OC(mkey, M)}ikey for a given M (or vice-versa) is at most as large
as the maximum of the probability of success in the corresponding search options. In this axiom,
like in Az, we assume that the MOC function does not add any confounding text to the text M.

This assumption will be relaxed in Ay and As. ET e > Tint or (ETbloCk)b > Tint then Prob[X
finds {MOC(mkey, M)}irey for M]or Prob[X finds M for {MOC(mkey,M)}:rey] are not limited
by Tint. From the definitions of the effective thresholds, this implies that if x(m) > (1 — %) or

e(n) > 1 — Jeteck then the Prob[X finds {MOC(mkey, M)}ixey for M] or Prob[X finds M for
(Tint)® '
{MOC(mkey, M)}irey] are not limited by Tin:.

144 CONFOUNDING THE DOMAIN OF ENCRYPTION FUNCTION

In practice, encryption and MOC functions can add confounding text to their domain in order to
counter known plaintext attacks. In the previous axioms (A and As), we have not taken into con-
sideration the effect of confounding text on the probability of the success of attacker actions. In this
axiom, we take this into account and relate the probabilities that ensue due to adding a confounding
component to the domain of an encryption function. The effect is to multiply the search space as
derived in the previous axioms (A and Asz) by a constant factor, namely the search space of the
confounding text.

Prob[X finds {M'}ikey for M'] < Prob[X finds {M }ike, for M] < W
Ay: Prob[X finds M' for M] < Teong
Prob[X finds (M Yoy for M ] < W X Toony
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where W = ma:c(S, (ETpair)b, (EszOck)b), is derived using axioms Aj. S is the probability with
which tkey is compromised. ETpqir and ETpiock are defined in section 1.2.1.

That is, if the probability with which X finds {M'}:x., for M'is not greater than the probability
with which X finds {M }:xey for M, which in turn is not greater than W, and if M’ is obtained from
M by the application of some layer function (i.e., a confounding function) with a range space of

chnf , then the probability with which X finds { M}k, for M is less than or equal to the product

of W and Tecong.

The rationale behind this axiom is the following: We treat [X finds {M'};x.,for M] as the si-
multaneous occurence of two events, namely (1) [X finds M’ for M], and (2) [X finds {M'}ikey
for M']. If X finds both these matching pairs, X can find {M'};key for M. The probability of this
joint occurence would then be equal to the product of their individual probabilities. The probability
with which X finds M’ for M is at most equal to Tcons. The joint probability of the events (1) and
(2) above is at most W X Teons. The statement Prob[X finds {M'}ikey for M'] < Prob[X finds
{M}ikey for M] holds for any message type in which the space of M’ is not smaller than the space
of M. Since this is always the case, we do not explicitly write this as an assumption in our anal-
ysis. The reason for including this in our axiom is to allow the reader to understand the implication.

1.4.5 CONFOUNDING THE DoMAIN OF MOC FUNCTION

In this axiom, we describe the effect of adding a confounding component to the domain of the MOC
function.

Prob[X finds {MOC(mkey, M')}sey for M'] <
Prob[X finds {MOC(mkey, M)}irey for M] < Zy;
Prob[X finds M’ for {MOC (mkey, M')}ikey] <
As: Prob[X finds M for {MOC(mkey, M)}irey] < Zo;
Prob[X finds M' for M | = Prob[X finds M for M' ]| < Teoons
Prob[X finds {ZWOC(mkey, ]\4')}tkey for M ] < maz(Z1 X Teong, ETcmoc)

Prob[X finds M for {MOC(mkey, M')}they | < maz(Z2 X Teong, Elcmoc)

where Z1 = maz (S x T, ETjnoc ), and
Zs = maz(S x T, ETpoc, (ETviock)")
are derived using axiom As. S and 7' are the probability with which X can find tkey and mkey
respectively. Teons, ETmoc and Elcmoc are defined in section 1.2.1.

That is, if

o the probability with which X finds {MOC(mkey, M')}ikey for M' is not greater than the
probability with which X finds {MOC(mkey, M)}tkrey for M, which in turn is not greater
than Z; (Z: is derived using axiom Ags),

o the probability with which X finds M’ for {MOC(mkey, M')}ikey is not greater than the
probability with which X finds M for {MOC(mkey, M)}tkey, which in turn is not greater
than Z; (Z; is derived using axiom As), and

o the probability with which X finds M’ (which is the confounded version of M) for M is at
most Teong,

then the probability with which X finds {MOC(mkey, M')}ikey for M is at most equal to the
maximum of two quantities Z1 X Tcons and ETcmoc. The reasoning about the term Z1 X Teony is
similar to that of As. The second term, which is the effective moc thresholdis not a linear function
of Teonyg. This term represents the “calculated” choice of the MOC-value for a given message from
the knowledge of the m message and MOC-value pairs. The presence of a confounder with a large
space (and hence, a small Twnf) has the effect of bringing the effective moc threshold close to Troc.
The statements (1) and (2) above are true in any message type in which the space of M’ is not
less than the space of M. These statements are included in the axioms to enable the reader to
understand the implication. The probability of finding M for a given {MOC(mkey, M')}irey is
limited by the maximum of two quantities Z2 X Tconys, and ET¢ymoc. The reasoning here is similar.

An important consequence of axioms Ap through As is that if X has (n,tkey) where n is not
zero, and if Teony is 1, then X can mount a verifiable plaintext attack, subject to X’s ability to find
a suitable MOC-value. If n is equal to the plaintext-ciphertext pair space, and if Tcons is one, then
X can mount a chosen plaintext attack, again, subject to the same moc-constraint. If, however, X
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has known plaintext-ciphertext pairs (r > 0), and Tcony is less than one, then possession of known
pairs does not allow X to mount known or chosen plaintext attacks. Attacks in this case would be
probabilistic in nature. The same reasoning holds for text and MOC value pairs (i.e., when X has
(m, mkey, tkey)). Attacks using the vulnerability of the moc function would be successful, subject
to the ability of X to compromise the encryption scheme, if one is used.

1.5 Goals of Analysis

Message integrity is said to be established if the probability with which X (who is assumed not to
have the encryption key) can find a suitable ciphertext representation for a given message, is less
than the assumed integrity threshold. This is stated below as goal [G1]. In addition, message types
which make use of checksums for detection of modification of messages may want to ensure that X
can neither compute a checksum for a given message [Gz], nor find a message corresponding to a
given checksum [Gs] with a probability that is greater than the threshold.

Prob[X finds {M'}ikey for M] < Tipnt coveeeeeieeiiiiieeeee [G4]
Prob[X finds {MOC(mkey, M')}irey for M] < Tint wooeveeee.. o]
Prob[X finds M for {MOC(mkey, MV iney ] < Timt oovveeeee [Ga)

Definition: A cryptographic protocol is said to satisfy message integrity conditions if it satisfies
the condition [G1 V (G2 A Ga)].

The condition G; implies that X can not find the ciphertext {]\f['}tkey corresponding to plaintext
M with a probability greater than Tjn:. Gz implies that no attacker X can find a {MOC(mkey,
M')}tkey for some M with a probability greater than 7;,:, and Gs implies that X cannot find a
M' for {MOC(mkey, M')}tkey with a probability greater than T;n:. Here, M’ denotes the message
string that is obtained when the layer function for encryption and MOC-value computation adds
some unknown component to M. This confounding text is assumed to be chosen at random from a
uniform space of size Tc_oibf' If there is no such unknown component in M’, then M' = M.

Mechanisms which use only the properties of encryption algorithm to enforce message integrity
protection without having any redundancy (using checksums) may aim to achieve only goal G;. Goal
G1 may be relevant only to cryptographic protocols which use encryption for preserving secrecy. In
cryptographic protocols which do not use encryption for secrecy (i.e., use non-confidential messages),
G would reduce to Prob[X finds M’ for M] < Ti,:. This is precisely the definition of confounding
text. Hence, cryptographic protocols which do not use encryption would need to use confounders in
the domain to achieve goal Gy.

1.5.1 LIFETIME CONSTRAINTS ON THE ENCRYPTION KEY

The goals of message integrity analysis translate to lifetime constraints on the encryption key, since
the ease with which an attacker can find the tkey, or construct the ciphertext representation by
having known plaintext and ciphertext block pairs increases with the lifetime of the key for a fixed
encryption rate and computational resources available to the attacker. In this section, we briefly
discuss the interpretation of the goals of integrity analysis in terms of lifetime constraints of the
tkey.

e In axioms A and A4, using (ETpair)b < Tint and our assumption that m < Thiock,

we have that the total number of message blocks that are encrypted using tkey during its

1
lifetime must be less than —(Lnt)® _if the goal Gi should be achieved. If the maximum

(Totock XTcony )
number of ciphertext blocks that are encrypted in any given time is R, then
(Tﬁnt)%
(Totock XTconys)
where lifetime(tkey) should be read as “lifetime of tkey.”

lifetime(tkey) < % X

e ;From A, and A4, using (ETblock)b < Tint, we derive a lifetime restriction (i.e., limit on n)
based on the limiting value of €(n). That is,
e — 7
lifetime(tkey) < % x e (1 - %)
conf
A precise calculation of this limit would require the analysis of the encryption function to
find the function e(n), and is beyond the scope of our work.
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o If the maximum rate at which an attacker can exhaustively try tkey (possibly off-line) to

verify a certain computed ciphertext block with known plaintext and ciphertext block pairs
is C, then
lifetime(tkey) < & x (2t

Tikey

The lifetime of tkey must not exceed the minimum of the above three quantities in order to
ensure that the message integrity goals are established. That is,

1
1 (Tint)®

. . . - Tpioc Tin
lifetime(they) < min(g < rr o8y, m ) (- ), o x (7))
conf

In this analysis, we do not explicitly consider the lifetime limits, but analyze the constraints on n,
the number of available plaintext-ciphertext block pairs.

1.5.2 LiFETIME CONSTRAINTS ON MOC-FuncTION KEY

The goals of message integrity analysis can also be translated to moc-key lifetime constraints, similar
to those of encryption keys. In what follows, we interpret the goals in terms of necessary conditions
on the lifetime of moc-keys.

e ;From As and As, using ETmoc < Tint, we have that the value of m must be limited such
that

TmocXTeon
x(m) <1 — (=g —=nl)

This gives us a lifetime restriction on mkey. If K is the maximum number of valid message
representations that can be constructed per given time,

y ; . 1 —1 TmocXTeong
lifetime(mkey) < = x x~ (1 — T)
A precise calculation of this limit would require the analysis of the MOC-function to find the

function x(m), and is beyond the scope of our work.

o If the maximum rate at which an attacker can exhaustively try mkey (possibly off-line) is D,
then

1 Tint
_— >< —tnt
D Tikey

lifetime(mkey) <
The lifetime of mkey must not exceed the minimum of the above two quantities in order to ensure
that the message integrity goals are established.

1.6 Examples of Message Integrity Analysis

Message integrity protection weaknesses can be subtle, and can escape the scrutiny of designers
if there are no guidelines on relating the design parameters to the message integrity goals of the
protection mechanisms. In this section, we provide examples to show that using our approach can
aid in explaining these weaknesses and also suggest modifications in the design parameters. Our
approach to the analysis of message integrity protection properties involves the following steps.

1. Explicitly state the premises and design parameters of the message integrity protection mech-
anisms using semantics of the model of computation. The results derived are based on these
premises. In particular, our approach cannot determine the soundness of these premises.

2. Apply the axioms on the premises and design parameters to derive expressions of the form
Prob[message integrity compromise] < P.

3. Compare the probability limit (P) derived using the axioms with the policy threshold for
message integrity. Depending on the choice of the integrity threshold, the analysis may (not)
indicate a vulnerability. In our analysis, unless otherwise stated, we assume an integrity

threshold of 2%. In other words, we assume that the level of message integrity protection is
1

adequate if the probability of a successful integrity attack is at most equal to 5.

4. Analyze the implications of the policy goals on the lifetimes of the keys. If these constraints
are strong, then the protection mechanism is vulnerable due to the availability of known
domain-range pairs of encryption or moc-functions.
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5. Suggest modifications in protection mechanism design parameters to remedy existing vulner-
abilities.

We use three protocol examples to illustrate the use of the axioms presented in this paper. The
examples are chosen to illustrate different types of weaknesses that can be detected using this
method. Additional analysis examples are given in [8].

1.6.1  ANALYSIS OF KERBEROS V4 PROTOCOL [2]

In this section, we analyze the Kerberos V4 protocol which uses DES (Data Encryption Standard
[6]) for encryption. The Kerberos V4 was previously shown to be vulnerable in [2]. We show that this
protocol does not achieve its goals, namely, that of keeping the probability of a successful message
integrity compromise below the specified threshold. The Kerberos V4 protocol has the property
whereby the same key is used both for the encryption function as well as for the moc function. This
key is 7 bytes long, and hence, has a space of size 2°¢. Hence, the key threshold is equal to 27°.
The ciphertext blocks in this protocol are 8 bytes long. The moc value occupies a whole block (i.e.,
8 bytes). The protocol does not use confounding text. Hence, the confounder threshold is 1.°

Protocol Premises and Design Parameters
Secret(tkey, Run)
Secret(mkey, Run)
mkey = fkey = key

They = 256

1
Totock = Tmoc = Tine = 264
Tconf =1

The first two premises are about the secrecy of the encryption key (tkey) and the moc-key (mkey)
in the session (Run). These premises are based on the fact that this protocol uses keyed encryption
and moc-functions, the keys of which are secret within a session (Run). The remaining assumptions
are about the design parameters of the protocol. The mkey and the tkey are the same, and their
threshold is 2%. The ciphertext block, MOC-value, and the assumed policy integrity threshold are

all 27%*. The protocol uses no confounders (i-e., confounder space is 1).

Analysis
;From the assumptions about secrecy, and about tkey and mkey being identical (both equal to
key), using axiom Ai, we have

Prob[X finds tkey] = ETgey.
Prob[X finds mkey] = ETy.y.

Application of axioms Az and Ajz yield

Prob[X finds {M }irey for M ] < maz(ETikey, (ETpair)?, (ETbiock)?) = W
Prob[X finds {MOC(mkey, M)}irey for M | < maz(ETkey, ETmoc) = Z1
Prob[X finds M for {MOC(mkey, M)}ikey] < maz(ETxey, ETmoc, (EToiocr)?) = Z2

Note that since tkey = mkey = key, in the application of As, the joint probability of finding
both tkey and mkey is equal to the probability of finding one of them (i.e., key).

We now apply axioms As and As, with the assumption that Prob[X finds M’ for M] < T.ony = 1.
Using this, we obtain,

Prob[X finds {M'}ye, for M] < W ... [R4]
Prob[X finds {MOC (key, M) }xey for M] < maz(Z1, ETmoc) ... [Ra]
Prob[X finds M’ for {MOC (key, M')}xey] < maz(Za, ETmoc) -... [Ra]

Observations
In result Ry, the term W is at least as large as Tkey (because W = maz(ETtkey,

(ETpair)b, (EszOck)b)). From the design parameters, Txey > Tins. Hence, W > T},;. Using this in

5We view this message type as being equivalent to a message type which uses a known constant
as a confounder. The use of a known constant as a confounder does not serve any purpose. This
view allows us to analyze both these message types with the same notation.
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result Rq, we can see that this protocol does not achieve goal Gi. Consider goals G2 and Gs. In
results Ry through Rs, terms Z; and Z; are at least as large as Tkey, which in turn is greater than
Tint. Hence, the protocol does not achieve Gz and Gs.

We now reason about these results. On first glance, it appears that the goal Gi is not achieved
due to the relatively small size of the key space. We will now show that this intuition is not
entirely correct. Consider a variant of this protocols’ design parameters; i.e., the same protocol
with Trey < 2%. Hence, Trey < Tin:. However, the term W = maz(ETkey, (ETpair)?, (ETbiock)?)
can be less than or equal to Tjn: only if

(ETpair)b S Tint

i From the definition of ETyqr,

n+1 b
(m) < Tint oveeenes (1)

Using our assumption that the number of plaintext-ciphertext pairs that can be generated is not
larger than the number of all possible ciphertext blocks, we can derive the condition ((n + 1) x
Toiock)? < Ting from (1). This means that

1
n< i<

The limit on » derived above suggests that even if Tye, is decreased from 27% o 2_64, all
other design parameters being the same, this protocol can still not achieve the analysis goals for
non-zero values of n. Choosing a large key size for this protocol does not turn out to be useful in
achieving the goal Gq, since the ciphertext block size is still equal to the reciprocal of the assumed
integrity threshold, making the search of the ciphertext block space easier than searching the key
space when n > 0. This is the case because this protocol does not use confounding text, and hence,
makes known plaintext-ciphertext block pairs available (hence, reducing the effective search space
for unknown ciphertext blocks).

Again, consider the goals G2 and Gs. On first glance, the reason for this protocol not being able
to achieve goals G2 and Gs seems to be because the mkey is the same as the tkey. However, this
intuition is also not entirely true. Consider the variant of this protocol which uses an mkey which
is different from tkey. The terms Z; and Z2 would then be

A maz(ETtkey X Elmkey, ETmOC), and

Zy = mal‘(ETtkey X Ekaey, ETmoc, (ETblock)b)
Since this protection mechanism has Tinoc = Tint, the effective moc threshold (i.e., ETmoc) is larger
than 7;,: for non-zero values of m. Hence, both Z; and Z. are greater than 7}, for non-zero values
of m. Hence, (from results R, and Rs) this protocol will not achieve the goals (G2 A Gz) if m > 0,
in spite of having unique mkey and tkeys.

Suggested Solution for Remedying Vulnerability

The vulnerability of this protection mechanism can be remedied by choosing a larger block size
(i-e., Toiock < Tint), in addition to a larger encryption key size (i.e., They < Tint) or adopting one
of the following solutions:

e Choosing a larger moc block space. By doing this, the effective moc threshold is reduced to
less than Tin:.

e Using a confounder which has a large space, such that I_T%”—D“f is at most equal to the assumed
message integrity threshold.

e Choosing a moc function and the lifetime constraints on the mkey such that the value of
€(m) is much smaller than 1 for the maximum number that m can attain during the lifetime

of the mkey. By this choice, the term 1{'?("7;) in 7, and Z2 can be kept close to Timoc.

The rationale for these suggestions is that by increasing the size of both the encryption key space

1
(such that They > T,'m) as well as the ciphertext block space (such that the term % is larger

than the number of plaintext-ciphertext block pairs that will be generated during the lifetime of
the key), the goal G1 can be achieved. To achieve Gi or GoA Gs, the design parameters can also be
chosen such that the goals G2 and Gs hold. This can be done using the three alternative solutions
presented above.

This example shows that vulnerabilities of message integrity protection mechanisms can be subtle
and that adhoc and intuitive reasoning about them can be erroneous. Relating protection mechanism
design parameters to the integrity goals and the environment threats allowed us to reason about
the weaknesses of this protocol, and to discover some weaknesses that were not obvious on intuitive
reasoning. In the following section, we provide an example in which we consider a protocol which
uses two message types, and consider the effects of having a moc-function key that can be common
to both types of messages.
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1.6.2 ANALYSIS OF PRIVACY ENHANCED EMAIL

The Privacy Enhancement for Internet Electronic Mail (PEM) [11,12,13] supports confidentiality,
integrity, and authentication for electronic mail transfer in the Internet. An earlier version of PEM
[10] was shown to be vulnerable to integrity attacks against messages using the DES-MAC integrity
check when these messages are sent to more than one receiver [16]. The PEM services support both
single- and multiple-receiver messages.

The moc-key (mkey) of the single recipient session is known to members of the multiple receiver
session, since the same mkey can be used in both types of sessions. In the analysis that follows, we
consider the effect of having the mkey of the single receiver session known to the members of the
multiple receiver session. In this protocol analysis, a principal who belongs to the multiple receiver
session (and hence, knows the mkey of the multiple receiver session as well as the single receiver
session) and uses this knowledge of the mkey to construct a single receiver session message between
two other parties which belong to the multiple receiver session, is viewed as the attacker. It should
be noted that the secrecy assumptions in the analysis are made from this viewpoint, and hence,
may not apply in general, to any attacker.

The PEM protocol uses ciphertext blocks which are 8 bytes long, and hence, have a space of
size 2%*. The moc block size is equal to the ciphertext block size. The protocol does not use con-
founding text. Hence, the confounder threshold is 1. The encryption key is 7 bytes long. Hence, its
space is 2°® in size.

Protocol Premises and Design Parameters
Secret(tkey, Run)
—Secret(mkey, Run)
Tblock = Tmoc = Tint = 2%
Ttkey = 2%
Tconf =1
(i-e-, Tblock = Tmoc = 1dint < Ttkey < Tconf = 1)

7

The protocol uses encrypted messages, applying a keyed encryption function on plaintext blocks.
The encryption key is assumed to be secret in the protocol run. For the reasons discussed at the
start of this section, the mkey of the single receiver session is not assumed to be secret within the
multiple user session. Although the protection mechanism uses a mkey which has space = 2°°, the
assumption about the lack of secrecy of this key makes Tinrey = 1. The remaining premises listed
above are about design parameters.

Analysis
;From the assumptions about secrecy, using A1, we have that

Prob[X finds tkey] = ETikey
Prob[X finds mkey] =1

Application of the axioms Az, Az and the results derived above yields

Prob[X finds { M }ikey for M ] < maz(ETikey, (ETpair)®, (ETotock)?) = W
Prob[X finds {MOC (mkey, M)}irey for M | < maz(ETikey, Elmoc) = Z1
Prob[X finds M for {MOC (mkey, M)}ikey] < maz(ETikey, ETmoc, (ETbiock)?) = Zo

We now apply axioms A; and As, with the assumption that Prob[X finds M’ for M] < T.ony = 1,
and obtain,

Prob[X finds {M'}ikey for M] < W ........... [R1]

Prob[X finds {MOC (mkey, M')}tkey for M| < maz(Z1, ETmoc) -vone-.. [R2]

Prob[X finds M' for {MOC(mkey, M')}trey] < maz(Z2, ETpmoc) ....... [Ra]
Observations

The term W = maz(ETirey, (ETpm'r)b, (ETblock)b) on the right hand side of result [R4] is larger

"The mkey of the single user session is not a secret to the members of a multiple session which
contains the members of the single user session. For example, if parties A,B, and C belong to a
multiple receiver session, then the mkey of this session can be used by A to send (single receiver
session) messages to B or to C.
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than Tine, since ETigey > Tint. Hence, goal Gy does not hold. Similarly, Z; = maz(ETtkey X Tnkey,
ETpmoc) > Tint and Zz = maz(ETikey X ETmrey, ETmoc, (ETsiock)?) > Tine because ETikey > Tins
and ETykey = 1. Hence, GoA Ga does not hold.

Since neither G; nor (G2 A Gg) hold, this protocol does not achieve the goals of analysis. Al-
though the analysis seems to indicate that the protocol is unable to achieve goal Gi due to the
relatively small space of the tkey, we observe that increasing the size of the encryption key space
alone would not suffice for this protocol to achieve goal Gi. This is because the ciphertext block
space in this protocol is equal to the reciprocal of the assumed integrity threshold, and hence, the
effective block space would be smaller than the reciprocal of the integrity threshold for non-zero
values of n. Hence, goal G1 can be achieved if the key space as well as the ciphertext block space
are increased such that ETirey < Tint, and the effective block threshold is smaller than 7;,; for the
largest value of n possible during the lifetime of the encryption key. Another alternative to remedy
the protocol weakness is to use a confounder which has a sufficiently large space such that the
effective moc threshold is close enough to Tin:.

This protocol falls short of goals G2 and Gs because of three reasons: (1) because it uses the
same mkey for the single as well as the multiple recipient sessions (i.e., the key for a single recipient
session is not a secret) (2) the moc-block space is equal to the reciprocal of the assumed integrity
threshold, and hence, the effective moc threshold is larger than the assumed integrity threshold
for non-zero values of m, the number of available plaintext message and MOC-value pairs. (3) the
ciphertext block size is equal to the reciprocal of the message integrity threshold, hence making the
effective block threshold larger than the integrity threshold, for non-zero values of n, the number
of available plaintext-ciphertext block pairs available. The goals G2 and Gs can be achieved if the
three conditions above which cause the protocol weakness, are negated.

The solution to this problem suggested in [20] is to use two moc blocks, so that the resulting
moc-space 1s the product of the individual spaces. This solution does not establish goal Gi, but
achieves goals G2 and Gs, hence satisfying the condition Gy V(Gg/\Gg). Below, we analyze the
proposed solution of [20] and show that it satisfies the message integrity goals. In [8], we present
the analysis of this proposed solution and show that it does not exhibit the weakness of the original
protocol.

1.6.3 ANALYSIS OF MESSAGE DIGEST oF KRB_SAFE IN
KERBEROS V)

In this protocol example, we show that choosing the ciphertext block space equal to or smaller than
the reciprocal of the integrity threshold may reduce the effectiveness of choosing a large moc-block
space to enforce the assumed message integrity threshold. The KRB_SAFE protocol in Kerberos V5
uses a checksum which is the DES-CBC encryption of the 128-bit RSA-MD4 digest. The ciphertext
block size is 8 bytes. The encryption key and the mkey are 7 bytes long. The protocol does not use
confounders. By using a MOC-value which has a space 2'?% the protocol aims to keep the message
integrity threshold anywhere between 21% and 2%. In the analysis that follows, we show that this
goal is not actually achieved by the protocol, owing to the fact that it uses a ciphertext block which
has a space much smaller than the space of the MOC-value.

Protocol Premises and Design Parameters
Secret(tkey, Run)
Secret(mkey, Run)

Tmoc = 211W, Tblock = 2%

Ttkey = kaey = 2% 5 TCO"f =1

Tint S (21%, 2%)

(i~e~, Tmoc S Tint < Tblock < Ttkey = kaey < Tconf = 1)

This protocol does not use encrypted messages. However, in this example, we are concerned with

the DES-CBC encryption of the RSA-MD4 checksum, for which the protocol uses a tkey which is

assumed to be secret. The RSA-MD4 is a keyed moc-function, with the mkey being secret. The
digest space is 2'?® since it is 16 byte long. However, the digest is encrypted (using cipher-block-
chaining) into two blocks of size 8 bytes each.

Analysis
i From the assumption that the tkey and mkey are secret, using A1, we have,

Prob[X finds tkey] = ETirey
Prob[X finds mkey] = ETmkey
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Since this protocol does not use encryption for secrecy, goal G is not relevant. We focus on find-
ing the encrypted MOC-value for a given message (or vice-versa). Application of the axiom Aj yields

PTDb[X finds {AlOC(mkey, A/f)}tkey for M ] < mal?(ETtkey X Elmkey, ETmoc) =/
PTOb[X finds M for {AJOC(mkey, Al)}tkey]
< max(ETtkey X Ekaey, ETmoaa (ETblOCk)b) = Z»

We now apply axiom As, with the assumption that Prob[X finds M’ for M] < Teons = 1, and
obtain

Prob[X finds {MOC (mkey, M')}ikey for M| < maz(Z1, ETmoc) ceveverenecnenns [R2]

Prob[X finds M for {MOC(mkey, M')}irey M] < maz(Za, ETmoc, (ETbiock)?) -..[Ra]

Observations

For this protocol to achieve the goal Gs, it is necessary that E7yocx < Tin: for a one block message.
That is,

(Hesk) < Tine

since the term Zs is at least as large as Fﬁ’:@;‘) But 1Tf16"(jf) > Tyiock > Tint for values of m > 0 in this
protocol. The ciphertext space in this protocol is much smaller than the MOC block space. Hence,
the protocol can achieve only a weaker threshold, namely 2%, although it uses a 128 bit moc block.
The protocol fails to achieve the desired result, namely that of keeping the integrity threshold in
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the range (51z%, 5o7)-

The protocol is rendered weak because it uses DES-CBC to encrypt the 128 bit RSA-MD4 di-
gest. The use of a 64 bit cipher-block makes the search space for the encrypted checksum smaller
than 2'2%. This is because the protocol does not use confounders, and hence, makes available known
plaintext-ciphertext block pairs. Having a known plaintext-ciphertext pair which corresponds to one
of the encrypted digest blocks allows the attacker to exhaustively search for the other encrypted
digest block, from a space of size 2°*.

One possible solution to remedy this weakness is to use a confounding block of space 2°* which
makes known plaintext-ciphertext block pairs available with a probability 2%, and hence, allows
this protocol to achieve its message integrity goals. Another alternative solution (although probably
less practical) is to use 16 byte long ciphertext blocks and 16 byte long encryption keys to encrypt
the digest, instead of the 8 byte blocks and keys, respectively.

1.7 Conclusions

Our model of computation allows reasoning about integrity design parameters of cryptographic pro-
tocols. The reasoning provides a set of axioms that relate protocol design parameters and protocol
premises to the goals of message integrity protocols, considering the set of threats that the system
is exposed to (as assumed in our model). As shown in these examples, using simple reasoning, we
have accounted for the vulnerabilities in protocols which have been previously discovered to be
flawed, and have suggested modifications in design parameters to strengthen these protocols.

Acknowledgements: The first two authors are grateful to Tom Tamburo and Marty Simmons of
IBM Federal Systems Company for their continued support and encouragement.
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Appendix A

Reasoning about Message Integrity of
Public-Key Cryptosystems

In this section, we provide some guidelines on extending our approach to the analysis of public-key
cryptosystems. The set of axioms presented here is not necessarily complete. Other axioms may be
necessary to model threats to the integrity of digital signatures.

In public-key cryptosystems (i.e., those using the RSA scheme [17] or variants thereof), the goals
of message integrity protection are somewhat different from those of shared-key cryptosystems.
Finding the ciphertext {M }¢key for a given plaintext M is not an issue here, since the tkey is
publicly known (by definition). Hence, the goals are simply Gz and Gs. Axiom A; is relevant
only for computing the probability of finding the encrypted signatures. The membership, order,
and cardinality properties are mapped onto digital signatures using a secret key (i.e., the secret
counterpart of the public-key). Hence, finding the signature for a plaintext message is equivalent to
finding the MOC-value for a plaintext message, and vice-versa.

If the plaintext message M = Py, P, ..., Py, where each P; is the integer value corresponding to
a block, then the digital signature using the RSA scheme is

D(M) = P{(mod pg) || P5'(mod pg) || ... || Pg(mod pg),

where d is the secret key of the party which signs the message, and p and ¢ are large prime
numbers. The symbol || denotes signature block concatenation.

In [4], it was shown that if P; can be factorized, and the signature blocks of the factors can be
obtained, then the signature block corresponding to the 1*" block can be computed. Possession of b
such computed blocks can enable an attacker to compute the signature. In [14], it was shown that
possession of signatures to b arbitrary message blocks (where each plaintext block is some constant
times P; ) enables an attacker to compute the plaintext message for a chosen signature.

With this introduction, we proceed to present a modified set of axioms for public-key cryp-
tosystems. The axiom A; is still the same, and applies primarily to the secret counterpart of the
public-key. As observed before, axiom As is not relevant since obtaining ciphertext for plaintext
is not a problem in public-key cryptosystems. Axiom As; for a b block message with the signature
computed as above becomes:

X has (n,d) ; Prob[X finds d] < Ty

b
Prob[X finds D(M) for M] < maz(Ta, [] mroimy (%)b)

3’

where b 1s the number of blocks in the message and in the signature, and ¢; is the number of
factors for each block which maximizes the probability of finding the signatures of all the factors,
and |P;, D(P;)] is the number of all possible message blocks and their corresponding signatures.

The reasoning here is as follows: the signature can be computed by (1) finding the key, or (2)
by computing each of the signature blocks, or (3) by making a calculated guess at the signature
representation using the knowledge of message blocks and their corresponding signatures. The first
search has a probability 7' of success. Each block in the signature can be factored into ¢, numbers,
where the factors are chosen such that the probability of finding their corresponding signatures
is maximum. Hence, the probability of finding the signature for a block by computing it from
known message block- signature pairs is m. The probability of finding the entire signature
in this manner is at most equal to the product of the probability of finding the signature blocks
of individual message blocks. Finally, a calculated guess at the signature may be done with a
?ﬁleij;‘), in a manner similar to guessing a ciphertext block for a
plaintext block. The function €(n) is monotonically non-decreasing, and is non-zero for values of n
greater than zero.

Axioms A4 and As are identical to the ones presented here, except that the term confounding
text now refers to the effect of hashing a plaintext message prior to encrypting it.

probability of success defined by



