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Abstract

We present adesign method for messageintegrity protection.
Weillustratethe use of the method by designing large classes
of message types whose integrity is provably preserved and
by applying the method to the symmetric key option of the
Privacy-enhanced Electronic Mail protocol to help discover
and eliminate an integrity vulnerability.

1.INTRODUCTION

The integrity of messages in cryptographic protocols has
been one of the longstanding assumptions made by most
protocol analysisand designmethods. Recently, Stubblebine
andGligor [SG92, 934] showed that asignificant number of
cryptographic protocolsused in practice contain subtle flaws
that can expose cmmunications to integrity attacks by
active intruders. To date, formal characterizations of
message integrity for cryptographic protocols have not been
available and, consequently, protocol design for integrity
protection hes been performed mostly onan ad-hoc basis.

We present a design method for integrity protection in
cryptographic protocols that is based on a formal model
[SG93h]. The method is independent of the specific
encryption system (eg., Ssymmetric or asymmetric
cryptosystem) and checksum/digest functions used. It
expreses desirable requirements for message integrity
protection in terms of abstrad encryption and checksum/
digest properties, andrelatesthese propertiesto the message
type, representation, andlifetimeof theprotocol runandkeys
used. The use of the methodisillustrated by the design of a
large dass of message types whose integrity is provably
preserved in face of activeintruder attacks. In particular, the
methodisused to help discover and eliminate avulnerability
in the symmetric-key option o the Privagy-enhanced
Electronic Mail (PEM) protocol for the Internet.

The paper isorganized asfollows. In section 2 weintroduce
theterminology wsed inthe description of the design method,
and present amessage integrity condtion. In Section 3, we
present the design method, and in Section 4 we include an
exampleof asignificant classof messagetypesthat preserve
messageintegrity infaceof activeintruder attacks. In Section
5, we demonstrate the gplication o the method to the
correction d a PEM option vunerability (i.e., to determine
what properties of encryption and checksum/digest can be
used to satisfy the integrity protection ofjectives).
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2. DEFINITIONS AND MESSAGE
CONDITION

The analysis of messageintegrity in cryptographic protocols
requires the specification o the behavior of both the
communicating principal s and the attacker and the message
structure and representation [SG92, 93b]. These principals,
and the atacker, communicate by constructing and sending,
and by receiving and recognizing, messages (i.e., protocol
data units). For each message type, aprincipal usesaKey to
encrypt or deaypt sel ected comporents of the message and,
possbly, to computetheredundancy (e.g., checksum, digest)
function added to the message. The redundancy functions
aregenerally intended to capture the membership (M), order
(O), and cardinality (C) of the blocks within amessage. For
this reason, these functions are generically call ed the MOC
functions[SG92]. If theresult of the MOC computation over
the (possbly decrypted) blocks of a message equals that
MOC value included in that message by the sender, the
recipient believes that the received messge is genuine
provided that only an entity initially possessing a secret Key
could have aeated a message representation o that type.

Message Structure: The structure of amessage mnsists of a
Key, the plaintext and ciphertext blocks, which are aeated
by using the encryption/decryption functions ENC()/DEC().
As howninFigurel,theKey attribute of amessagestructure
may include multiple component attributes, such asaMOC
component key, called the moc-key; an encryption/
decryption comporent called the transformation key or,
simply, t-key; and, depending upon the type of function,
initialization vectors for the MOC computation and for the
encryption itself, called the moc-1V and t-1V, respectively.
Some comporents of the Key may be secret; e.g., the t- and
moc-keys. Other components of the Key can be pulic asis
the case with asymmetric cryptographic functions
implementing encryption a digital signatures. (Inthe rest of
this paper, whenever it is unambiguous which key and 1V is
used, or whenever the two keys and I1Vs are identical, the
term key and IV are used without any qualification.)
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Message Structure

|moc—key,moc—IV |t—key, t-IvV |P1... Pm | Ci1.. Cm |

I‘i Key —)IPIa'ntext |Ciphertext |

Messge Attribute Receiver
Representation Class Decrypted-Attributes
Pl.Ps(s < m) domain P1...Ps
Ci..Cj domain DEC(t-key;  Ci...Cj)
Cm range DEC(t-key; Cm)
1< i< j< m)
Key Attribute (Key)
t-key N/A
moc-key domain
Reoognition Condition:
MOC(moc-key; P1..Ps, DEC(t-key;  Ci...Cj)) = DEC(t-key;Cm)
Figure 1. M essage Structure, Representation,

Decrypted-Attributes, and Recognition Condition

Message Representation: The representation o a message
consists of a specified subset of the attributes of a message
structure; i.e., those attributes that are sent from the sender
to the receiver. Not all attributes of the message structure
are included in the representation. For example, the secret
comporents of the Key are never included as cleartext inthe
representation o any message. The representation of a
message is defined by a message type. Multiple types of
private (confidentiality and integrity protected) and safe
(integrity protected) messagescan beincluded in a protocol.

The message sender views the message structure & iown
in Figure 1. The message receiver views the messge
structure & the union of the message representation, Key
attribute, and decrypted attributes. The receiver determines
values for decrypted attributes from the physical blocks of a
message representationandfromthe Key (seeFigure 1). For
example, block DEC(t-key; Cm) represents a decrypted
attribute that corresponds to the moc value.

The MOC() function determinesthe MOC value whose size
is a constant, k. The MOC() function dvides the message
representation into the domain representation and range
representation components. The range representation isthe
set of blocks of the message representation whaose decrypted
attributes correspond to the moc value. The domain
representation is the set of blocks of the message
representation whose deaypted attributes are in the domain
of theMOC() function. (An attributeisin thedomain of the
MOC() function if computing the MOC value to recogrize
a message requires the attribute to be specified.) Vaues
derived from the (possbly decrypted) blocks of the domain
representation are used to decode and check the MOC val ue.
We say that a range (domain) representation matches a
domain (range) representation whenever the MOC value
included in the range representation equals the MOC value

computed over the values derived from the domain
representation. The domain and range representations are
defined with respect to physical blocks of the message
representation that are seen *“onthe wire” after the message
representation has been constructed using the ENC()/DEC()
and MOC() functions.

Message | ntegrity Condition: At any time, the protocol state
contains the messages that have been constructed and sent,
messages that have been received and recognized, and
message types each principal can recognize. A protocol run
isafinite sequence of states. The messageintegrity condition
is defined as:

The probability that a bogus message representation is
recognized by a principa in a state of a protocol runis no
greater than a threshold specified by the protocol integrity
palicy.

The threshold specified by the protocol integrity policy can
be different for each message type since messages snt by a
principal can have different levels of integrity protection
(e.g., weak and strongintegrity in DCE [OSF91]). Attackers
are asaumed to have physical access to the communication
media. Thus, the message integrity condition can be
rewritten to capture the notion that an attacker can create a
recognizable message representation. That is(*):

The probability that an attacker can create a bogus message
representation of type T recognizableto aprincipal in astate
of aprotocol run, isno greater than athreshold specified by
the protocol integrity policy for message type T.

Since every block of the message representation is part of
either the range or domain representation, to satisfy the
message integrity condition it is sufficient to limit the
probability that the atacker can (1) choose a domain
representation to match arangerepresentation, or (2) choose
a range representation to match a domain representation.
That is, for every state of a protocol run, given a message
type, T, defined using a Key, and policy threshold specified
for T,
if for every range representation, Prob[attacker chooses a
domainrepresentation such that the domainrepresentation

matches the range representation of type T] < Threshold,

and for every domain representation, Prob[attacker
chooses a range representation such that the domain
representation matches the range representation of type T]
< Threshold

then Prob[attacker can create a bogus message
representation of a type, T, recognizableto a principal] <
Threshold.

This above statement of the message integrity condtion is

used throughout the balance of this paper. Since we refer
repeatedly to the dauses of this condition, we denote these

(*) Communication errors are modeled by attacker adions.
Thus, messages snt by the dtacker can be wnsidered
to be error free.



clauses by S1 and S2, where the condtionis *'if S1 and S2
then the Message Integrity Condtion is stisfied.” The
sufficiency of the above condition for message integrity is
demonstrated in [SG93h.

To satisfy the message integrity condition in practice,
properties of the ENC()/DEC() and MOC() functions and
time constraints on the protocol run and keys a) must limit
the probability that an attacker discoversthe keys during the
run (i.e., moc-key or t-key), and b) must limit the probability
that the dtacker can choose, without discoveringthe keys, a
domain representation to match a range representation or
choose a range representation to match a domain
representation. (Weasaume that attackersmay only discover
keys by analyzing message representations, that principals
can be trusted bah to maintain the privacy of the key, and
that the key is used orly to send message representations of
designated types.)

An attacker is prevented from discovering the keys if the
designer chooses and applies MOC() and ENC()/DEC()
functions in a manner that makes it difficult to analytically
derive these keys. Furthermore, the designer can chocse the
MOC() and ENC()/DEC() functions, and apply them to the
construction of a messge representation, in a manner that
makes it difficult for the dtacker to analytically discover
matching range or domain representations without knowing
the key. Note that the MOC() function need na always be
computationally complex itself, since the combined use of
the MOC() and ENC()/DEC() functions may exhibit the
desired complexity properties.

Since analytic attacks can reduce the dtacker’s uncertainty
in discovering the value of a key, the designer can limit the
attacker’s chances of verifyingakey by limitingthelifetime
of the protocol run. The bound on the protocol run by thekey
lifetime is denoted by dk. Though an analytic attack can
reducethe uncertainty of satisfying therecognitioncondtion
(viz., Figure 1), an attack can be further constrained (1) by
limiting the time period, dd, during which the attacker can
obtain a solution enabling hm to choose a domain
representation that matches arange representation, or (2) by
limiting the time period, dr, during which the atacker can
obtain a solution enabling hm to choose a range
representation that matches a domain representation.

Scope of the Method: The design method concerns the
integrity protection d protocols as opposed to the design of
individual message structuresin isolation. Thisisimportant
since messages of one type, athough fully protected, can
affect theintegrity of other types[SG93a]. The designer can
use the method to determine the properties and parameters
of the ENC()/DEC() and MOC() functions that satisfy the
integrity policy. For example, the method can be used to
determine sufficient properties of the MOC() function and
the relationship between function parameters (e.g., block
size, MOC range size) and constraints on the lifetime of a
protocol run and secret key.

Note that use of the method es not necessarily resultin an
unique messge design and protocol. In fact, the method
demonstrates that different message integrity designs and

protocols are possible having the same level of integrity
protection. The method can be gplied to traditiona
messages types which are built using a single MOC()
functionand (optionally) encrypted. It doesnot specify either
ENC()/DEC() or MOC() functions; instead, it enables the
selection of function propertiesfor particular messagetypes.

We make no attempt to analyze whether specific protocol
functions satisfy the MOC() and ENC()/DEC() properties
selected by using the method This analysisis dependent on
the algebraic properties of the specific protocol functions.
Althoughimportant, this analysisisbeyond the scope of this
method. The method dbes not attempt to provide protection
against message-stream modification. Servicesthat provide
such protection can be built into protocols once integrity of
individual messagesisdemonstrably preserved. The method
does not attempt to capture information gained by actions of
the principals other than sending and receiving messages
(e.g., key leakage by un-trusted principals through covert
channels).

3. DESIGN METHOD

The design method is based on a state-transition model
[SG93h. The general objective of the design method is to
ensure that the selected properties of the ENC()/DEC() and
MOC() functions, message structures, messge
representations and protocol assumptions are sufficient to
achieve the protocol integrity objective; i.e, to satisfy the
conditions defined by clauses S1 and S2 for each message
type. Thedesignmethod consistsof thefollowingfour steps:
(2) the designer specifies the integrity policy; i.e., for each
message type supported by the protocol, a message integrity
threshold, Threshold, is specified. The Threshold is an
independent design parameter that states the maximum
allowable probabil ity that a bogus message can be accepted
aslegitimate.

(2) the designer specifies the message structure and
representation for each type of message; in particular, the
domain and range representations are defined, and the
attribute @nstraints are identified. These mnstraints state
asumptions about whether the value of a secret-domain
attribute can be discovered, or limit the number of known
values for attributes that may be cosen by a potential
attacker. The protocol throughpu constraint, or the
maximum rate & which messages of each type are created
and sent, is also specified.

(3) the designer specifiesthe properties of the ENC()/DEC()
and MOC() functions for each message type. These
propertiesare selected such that the conditionsS1andS2 are
satisfied whenever the protocol throughput and run lifetime
limit the probability, to the chosen Threshold, that (i) the
secret components of the Key are discovered, and (ii) that
the message representations generated by al the protocol
message types enable the creation o bogus messages. The
set of properties of the ENC()/DEC() and MOC() functions
depend on the congtraints placed on the messge
representation by the protocol (as pecified in step (2)).



(4) the designer determines the lifetime constraints on the
protocol run as required by each messge type, and then
specifiesthemaximumlifetimefor theprotocol run. Thegoal
of this gedfication is to ensure that constraints of step (2)
are satisfied. In ather words, the lifetime is gecified such
that an attacker can neither guessthe Key nar construct bogus
messages that can satisfy the message integrity condition.

The protocol designrelies on the following set of common
protocol assumptions:

PA1. Principas are trusted to maintain the privacy of the
secret components of the Key (i.e., the key, which could be
the t-key, or moc-key).

PA2. A key used in the protocol runis generated at random
from the set of keysthat satisfy the computational needs of
the dgorithm. (The space of key is represented as |key|.)

PA3. The space and the computational power of the dtadker
are known. (Maximum pre-computation is also known.)

(1) Specify the Policy Threshold

The Threshold (i.e., maximum all owable probability that a
bogus message is accepted as legitimate), specified by the
integrity pdicy, is based onthe degree of protection desired
for the data attributes for the message type. The Threshold
may not be smaller than 1/key|.

(2) Specify the M essage Structure, Representation, and
Protocol Constraints

Message Sructure and Representation: The protocol
definition includes a specification of the message formats,
including all the attributes of the message structure and
representation. The message structure and representationfor
each protocol messagetypeare ‘‘idealizations’ of the actual
message formats. These idealizations are required for the
uniform representation o all attributes of the message types
used in a protocoal.

Protocol constraints: For each message type, the protocol
places constraints on the value of a message attribute (e.g.,
the attribute is encrypted), or limits the number of known
val uesfor attributesthat can be chosen by apotential attacker.
These constraints differ with the type of message because
different types of ENC()/DEC() and MOC() functions are
used for different types of messages and because these
functions are used in different ways for different types of
messges [SG92, SG93a). ldentifying the attribute
congtraints is necessry in messge design because it
provides the prima facie evidence that the dtacker is
prevented from successfully creating a recognizable bogus
message. Identifying the dtribute cnstraints placed by a
protocol requires that the attributes of all message types be
examined. This is necessary because determining whether
an attribute shoud be constrained can depend onall uses of
secret components of the Key.

Thesecret and decrypted attributes may be d@ther constrained
or unconstrained. A secret attributeisconstrained whenever
the probability that the attacker may discover the atribute
value is lessthan the given Threshold (*). Otherwise, the
secret component isunconstrained. Examplesof constrained
secret-attributes include the secret components of the Key;

i.e, the secret transformation key (t-key) the and secret-
domain attribute (moc-key). We all the moc-key attribute a
secret-domain attribute because it is within the domain of
the MOC() function.To ensurethat asecret-attribute remains
constrained, the atacker must be prevented from verifying
the value of a chosen attribute. If an attacker is not
(adequately) prevented from verifying achosen attributethat
ismeant to remain secret, then that attributeisunconstrained.

A decrypted attributeis constrained if the number of known
attributevaluesthe atadker can choaoseislimited. Otherwise,
the decrypted attribute is unconstrained.Examples of
constrained decrypted attributes include any part of the
ciphertext of the domain or range representation when the
attacker isprevented from discovering the maximum number
of known plaintext-ciphertext pairs. It isimportant to nae
that decrypted attributes may be constrained even when the
attributes were not encrypted. For example, the cmmputation
of a moc value using a keyed MOC() function may be
included in the representation without an an additional layer
of encryption. This moc value is constrained if the number
of X,MOC(moc-key,X) pairs that can be obtained by the
attacker is limited. Examples of unconstrained decrypted
attributes aso include higher layer attributes, such as user-
data, which areincluded in the message representation in an
unencrypted form.

(3) Specify the ENC()/DEC() and MOC() Function
Properties

ENC()/DEC() and MOC() functions are used (1) to prevent
the atacker from discovering a secret-attribute, and to limit
the number of known values the attacker may choose for an
attribute, and (2) to ensure that, given the designer’s choice
of attribute constraints, conditions of clauses S1 and S2
above ae satisfied. We do nd asaume the actual ENC()/
DEC() and MOC() functions are secret.

ENC()/DEC() Functions: Given that a protocol uses an
ENC()/DEC() function satisfying definition EA1 below,
propertiesEA2 and EA3, also defined below, ensurethat any
protocol can produwce constrained, and trivialy
unconstrained attributes.

EAL. The encryption function of block ciphers break atext
M into successive blocks P1,..,Pn, and encipher each block
with the same key; i.e,, ENC(key,M) = ENC(key,P1)
ENC(key,P2) .... ENC(key,Pn) = C1,...,.Cn. The decryption
function, DEC, is the left inverse of ENC; i.e,
DEC(key,ENC(key,M))=M. The block size of the cipher is
b bits. (Pairs Pi, Ci are called the plaintext-ciphertext pairs.
For example, in CBC encryption, the plaintext-ciphertext
pairs are <ENC(key,Pi-1)0 Pi, Ci > where 0 stands for the
“exclusive or (XOR)" operator, and i >1.)

EA2. Given arandam t-key, it iscomputationally infeasible
to determine any bit of Pi from Ci, any bit of Ci from Pi, and
any bit of the key from Pi and Ci.

(*) Note PA2 maximizes the atadker’'s uncertainty of the
attribute’s value.



Constraints on
Decrypted-Range Attributes
Constraints on
Domain Attributes  nconstrained Constrained
Both N/A ! SA1 2
Unconstrained (vulnerable)
Secret-Domain MA1 % MAL1 or sA1 ¢
Constrained (or SA2)

Decrypted-Domain / 5 MA3 and EA 6

Constrained N/A (or SA1)

Table 1.

Property Assumptions Protecting
Against Choosing a Domain Representation
to Match a Range Respresentation

EA3. The use of ENC()/DEC() restricts the generation of
chosen plaintext-ciphertext pairs by an entity not possessng
the t-key(*).

Inwhat foll ows, EA isusedtorepresent EA1, EA2, andEAS.

MOC() Functions: The properties of MOC() functions
defined below are defined by asdgning a maximum
probability that, given the constraints placed on the
decrypted-domain and secret-domain attributes, the
condtionsof clauses S1 and S2 are satisfied; i.e., an attacker
may not (1) choose a value of a decrypted-domain attribute
that matches a decrypted-range attribute, or (2) choose a
value of a decrypted-range attribute matching a decrypted-
domain attribute, with a chance of successhigher than that
determined bythe Threshaold.

Since message attributes of different message types can be
subject to multiple mnstraints, the design method can be
used to specify multiple MOC() properties, each tailored to
adifferent message type. Our approach to tail oring MOC()
function properties to message structures isimportant since
it facilitates the optimal choice of MOC() function for the
design application.

Enumerating the many passble MOC() propertiesisbeyond
the scope of this paper. However, it is useful to reduce the
number of MOC() properties by using the ‘“high-water-
mark” property selection.That is, if a decrypted- or secret-
domain attribute contains both constrained and
unconstrained attributes, the selection of the property
requiring that the attribute be mnstrained is sufficient to
satisfy the message integrity condtion.

Selecting properties of ENC()/DEC and MOC() functions
consists of selecting a set of properties stisfying, a a
minimum, the same atribute constraints as those specified
for the decrypted message atributes. These properties are
selected such that, given the designer-specified attribute
congtraints from step (2), the message types and
representations can be defined to satisfy the message

(*) For example, the ENC() function may XOR arandom

vaue (e.g., a cnfounder, or arandom V) and the first

block of plaintext before generating the aphertext. With

CBC encryption, this makes both the first and subsequent

plaintext blocks random. This property isimportant when

?servzt'a]r uses the same key onbehalf of multiple dients
SG92].

Constraintson
Decrypted-Range Attributes

Constraints on
Domain Attributes  Unconstrained Constrained
Both N/A 1 EA 2
Unconstrained (vulnerable)
: 4
Secret-Domain MA2 3| MA2 andlor  EA | MAL
Constrained (or none | SA1) or EA |SAL
6
Decrypted-Domain 5/ EA | MA3 and EA
Constrained N/A or EA |SAL
“I" reads Given
Table 2.

Property Assumptions Protecting
Against Choosing a Range Representation
to Match a Domain Representation.

integrity condition. In Tables 1 and 2, we summarize afew
of the possble MOC() and ENC()/DEC() properties for
typica message structuresand representations, which can be
selected using designer-specified attribute mnstraints.

(1) Propertieslimiting the probability an attacker can choose
a domain representation to match a range representation.

The properties of theMOC() function, defined below, can be
used to limit the probability an attacker can choocseadomain
representation to match a range representation. In the
properties that follow, a block is defined to be *“ unknown”
to the attacker whenever the values of that block are
uniformly distributed over all posgble values of any block
in the range of the MOC() function. Also, the size of each
block in the range of the MOC() function, k, is assumed to
be sufficiently large so that each probability below
approximates 1/2"k.

MOC Function Properties:

MAZ1. Given X of length k, and (P1...Ps-1 Pt+1..Pu), that
contains m>0 or more unknown blocks, Prob[choosing
Ps...Pt such that MOC(P1...Ps-1 Ps...Pt Pt+1...Pu) = X] = 1/
2"k < Threshald.

In practice, thevaluem of MA 1wouldtypically be aconstant
corresponding to the length of a moc-key.

MAS. Given X of length k, and a set of p or fewer random
but known blocksof length b, Prob[choosing P1...Ps-1Ps...Pt
Pt+1...Pu such that each block of Ps...Pt isamember of the
set, and MOC(PL...Ps-1 Ps...Pt Pt+1...Pu) = X] = 1/2"k <
Threshold.

In practice, the p or fewer randam blocks can correspond to
the plaintext of known plaintext-ciphertext pairs. Note that
when the number of known pairs exceeds p, the
approximation by 1/2"k of the M OC() property probabilities
becomesinvalid.

SA1. Given X of length k, Prob[choosing P1...Pu such that
MOC(PL...Pu) = X] = 1/2"k < Threshald.

In practice, a strongone-way function may satisfy property
SAL



We asaime properties SA1 and MA3 have the desirable
characteristic that the appli cation of the MOC() function to
the set of all posshle values in its domain produces all
possible MOC range values, with the probability of
generating a given MOC range vaue being uniformly
distributed for all possible domain values.

(2) Propertieslimiting the probability an attacker can choose
a range representation to match a domain representation.

The MOC() function property MA2, defined below, can be
used to limit the probability an attacker can choose arange
representation to match a domain representation.

MAZ2. Given (P1...Pu), that contains m>0 or more unknown
blocks, Prob[chocsing X such that MOC(P1...Pu) = X] = 1/
2"k < Threshald.

The specification o theMOC() andENC()/DEC() properties
in Table 1 and 2ill ustrates the ** high-water-mark” property
selection; i.e., functions that satisfy required properties for
weaker protocol constraints on secret- and decrypted-
attributes can also protect message types that impose
stronger constraints. For example, property SA1 of entry 2
limits the probability an attacker can choose a domain
representationto match arangerepresentationwhen bahthe
secret- and decrypted- domain attributes are unconstrained.
Since property SA1 places no constraints on the MOC()
function damain, P1...Pu, property SA1 also applieswhen a
constrained moc-key attribute is within the MOC() function
domain (ascould bethe aseinentry 4 of Tablel). Similarly
SA1 also applies when encryption constrains the dtadker
from choosing known values within the MOC() function
domain asin entry 6. The * high water mark” property also
applies moving from the left side to the right side. For
example, property MA1 of entry 3, isalso applicableto entry
4, since a onstrained damain attributeisnolessconstrained
when the decrypted-range &tribute is also constrained.

To understand the role of all properties in limiting the
attacker’'s choice of domain and range representations,
consider thepossbilitiesthat arisefrom all the combinations
of messge attribute constraintsillustrated in Tables1 and 2

Entry 1: When the decrypted-range and decrypted-domain
is unconstrained, no function property can restrict the
attacker from choosing a range (domain) representation for
any domain (range) representation.

Entry 2: SA1 constrains an attacker from findinga domain
representation to match a range value, and property EA
constrains the atacker from creating a dphertext
representationfor atarget MOC value. Weasaumeproperties
SA1l and MA3 (from Table 1) have the desirable
characteristic that the appli cation of the MOC() functionto
the set of all posshle values in its domain produces all
possible MOC range values, with the probability of
generating a given MOC range vaue being uniformly
distributed for all posdble domain values. This property is
important because, whenever the MOC value is encrypted
(assuuming EA), it maximizes the attackers uncertainty of
choasing the wrrect range representation.

Entry 3: Property MA1 actslike SA1 with the exceptionthat
some of the domain must be constrained. Property MA2
implies that the atacker canna use analytic methods to
determine the MOC value when a secret-domain attributeis
constrained. The notation ** (or SA1)” in entry 3 of Tables 1
means that SA1 applied in entry 3 since SAl is a stronger,
more general function. That is, afunctionsatisfying property
SA1 will also satisfy MA 1. The entry *‘(or none given SA1)”
in Table 2 meansthat no additional property isneeded. (This
is due to the, previoudly stated assumption asociated with
SAl)

Entry 4: Similar descriptionsas entries2 and 3apply dueto
‘““high-water-mark” property seledion. “MA2 and/or EA |
MA1" means that given MAL1 in Table 1, properties MA2
and/or EA may be gplicable. MA2 may be gplicable due
tothe constraint of akeyed MOC() function. EA isapplicable
when the decrypted-range atribute is constrained by
encryption.

Entry 5: Thisentry could be considered vunerable sincethe
attacker isnot constrained in choosing arangerepresentation
for any domain representation consisting d known
decrypted-domain  attribute values. However, if the
decrypted-domain attribute is constrained (perhaps by
encryption o by non-cryptographic constraints of protocol
semantics that help preserve atribute membership [SG92))
such that the atacker can na crege adomain representation
that islegitimate, thentheaddition of propertiessuchasMA3
and EA inentry 5 of Table 1 could prevent the attacker from
verifying a domain representation that matches a range
representation. These propertiescould be sufficient to protect
message integrity without requiring additional assumptions
in Table 2.

Entry 6: MA3andEA in Table 1 can be appli cable when the
MOC() functionis keyed and the domain is encrypted. EA
in Table2 might apply given“MA3andEA” in Table1 since
the range may also be encrypted. Althoudh, EA inTable2is
not necessary if protocol semantics help preserve dtribute
membership (as discussed above). This is expected since
high water mark properties from left (entry 5) to right (entry
6) apply. SA1, and ‘' EA given SA1" also apply dueto high-
water-mark properties.

(4) Lifetime Assumptions

By choasingthelifetimeto be no greater than bounds dk, dd
, and d, we ensure that the specified message types and
functions satisfy conditions S1 and S2 (shown formally in
[SG93h).

The message integrity design must constrain the time period
during which the dtacker may anaytically verify the
recognition o bogus messages of that type. The time
constraints ensure that (1) the property assumptions are
satisfied (viz., dk), and(2) the property assumptionslimit the
probability, to less than the integrity threshold, that an
attacker can choose abogus domain representation to match
a range representation (viz., dd) and/or choose a range
representation to match a domain representation, (viz., dr).
Thus by choosing &, dr and di, the conditions of clauses S1



and S2 can be satisfied. We choose the time @nstraints for
amessgetype T asfollows:

Sep i. Derive mnstraints on the lifetime, dk, such that
Prob[assumptions about message attributes of message type
T are not satisfied] < Threshold.

Time onstraint dk limits the probability that assumptions
abou the use of MOC(), and ENC()/DEC() become invalid.
For example, if an unknown value (e.g., a secret key, block
decrypted from ciphertext) is assumed to be in the domain
of MOC(), or ENC()/DEC(), then dk is chosen to limit the
probability that the atacker may verify that unknown value.
Time constraint dk may also limit the lifetime of a protocol
runtolimit the number of plaintext-ciphertext pairs that may
be known (e.g., asrequired in MOC() property MA3).

The reguirements of the next two steps of the design method
are satisfied by using the property assumptions of MOC()
and ENC()/DEC() to limit the probability that the attadker
may successfully create a bogus message, perhaps via
repeated trials, by choosing damain or range representations.

Sepii. Using asaumptions about MOC() and ENC()/DEC(),
derive atime oonstraint, dd, such that the condition of clause
Slis stisfied.

Sepiii. Usingasumptionsabou MOC() andENC()/DEC(),
deriveatime oonstraint, dr, suchthat condtion S2is stisfied.

Theconditionsof clausesS1and S2 are satisfied by choosing
the lifetime of the protocol run and key to be the minimum
of dd, dr, and dk.

4. EXAMPLES OF MESSAGE TYPES SATISFYING
THE MESSAGE INTEGRITY CONDITION

Two messge types, together with the stated protocol
assumptions and MOC properties, are shown to satisfy the
condtions of clauses S1 and S2 of the message integrity
condtion. Other examplesof structureswhose attributesare
subject to other constraints can be found sing ou design
method[SG92,SG934]. In the message types that foll ows, R
is assumed to be the maximum rate the protocol generates
known plaintext-ciphertext pairs. Also, we further specify
assumption PA3 (i.e, the computational power of the
attacker), we specify the rates at which the atacker may
compute the ENC and MOC() functions. For simplicity, we
will asume these rates take into account paralel
computation and are adjusted to accommodate the various
cryptoanalytical methods of attack.

Venwdec IS the rate of guessng key and verifying the
condtion, C= ENC(key, P), such that P,C is a known
plaintext-ciphertext pair. We can assume this rate is quicker
than the rate at which known plaintext-ciphertext pairs are
generated by the protocol.

Vmoe is the rate of computing a MOC value, and
equivalently verifying an unknown value in the domain of
MOC().

(A separate Vdec Or Vmoe IS used for varying rates of
encryptionand decryption a signing and verifying asisthe
case when asymmetric aryptosystems are used.)

Safe M essage Type

(2) Integrity Policy.
Prob[Bogus message P1..Pi-1 Ci...Cj is recognizable] <
Threshold.

(2) Message Structure and Representation.
Messge: t-key, P1...Pi-1, Pi..Fj , Ci...Cj, 1<i <j.
Layer Functions:

MOC(P1...Pi-1) = Pi...Fj;

ENC(t-key, Pi...F) = Ci...Cj
Representation: P1...Pi-1 Gi...Cj
Assumptions:

Protocol: PA1, PA2, PA3 for t-key

Functions: EA for ENC()/DEC()

MessageAttribute Recelver

RepresentationClass Decrypted Attributes
P1...Pi-1domain P1..Pi-1

Ci...Cjrange DEC(t-key.Ci...Cj)

Constraints on Receiver Attributes
Decrypted Attribute: P1...Pi-1
Class Decrypted-Domain
Constraint: Unconstrained

P1...Pi-1 is unconstrained since its derivation is
independent of any constrained attribute.

Decrypted Attribute: DEC(t-key;Ci...Cj)
Class Decrypted-Range
Constraint: Constrained

SinceP1...Pi-1 is unconstrained and the MOC() function
is public, ENC(t-key, MOC(P1...Pi-1)) generates known
plaintext-ciphertext pairs. Thus, DEC(t-key;Ci...Cj) must be
constrained to satisfy EA3.

Secret-Domain Attribute: None

Summary of Constraints:
Secret-Domain Attribute: None
Decrypted-Domain: Unconstrained
Decrypted-Range Attribute: Constrained

(3) Properties of ENC()/DEC() and MOC()
Against choosing adomain representation: SA1
Against choosing arange representation: EA
(Note any of the ombinationsin entry 4 o 6 of the Tables
may be chosen.)
(4) Message Lifetime
Sep i. Derive time onstraint, dk, such that the
Prob[constraints within the property assumptions are
satisfied] < Threshold.
Property: SA1
Property Constraint: None
Lifetime Constraint: None
SA1l specifies no constraints within the property
asumption, thusnoadditional lifetime constraint isneeded.
Property: EA
Property Constraint: t-key is Constrained.
Lifetime anstraint: dk < (Threshold [27|t-key|) / Vencidec.
By PA1, principals are trusted to maintain privacy of the
t-key. Time, dk, ischosen such that the Prob[the dtacker may



verify thet-key] < Threshold. Therefore, dk < (Threshold O
2"|t-key|) | Vencidec.

Step ii. Derive time, dg, such that the probability that the
attacker chooses a domain representation that matches a
range representation is less than the Threshold (i.e., S1).

Proof: Suppose all plaintext blocks of Pi...F are known to
the atacker. Property SA1 limits the probability to 1/2"k,
that an attacker can choose an urconstrained domain
representation to match a range representation. Since a
maximum of (R Oda) plaintext ciphertext pairs are known
such that (R Odd) < 2*b, the maximum number of MOC
values Pi...Pj, known to the attacker is (R Ctlg)*c, such that R
is the maximum rate that known plaintext-ciphertext pairs
are generated by the protocol, andc=1,if k <b, andc=k/
bgif k =b. The maximum number of [P1...Pi-1, MOC(P1...Pi-
1)] pairs the atacker knows is (n + (Vmoec [d)) such that n
pairs are computed before the run and (Vmec [dd) message
texts may be computed during the run. Therefore, the
probability that none of the MOC value of [P1...Pi-1,
MOC(P1...Pi-1)] equals any of the range representation
whoseMOC valueisknownis(1- 1/2k)M(n + (Vmec [8ld))(R
[da)~c). The probability that at least one MOC is equal to
any plaintext combination, is1 - (1 - 1/2*k)((n + (Vmoc O
dd))(R Cda)*c). However, if at least one plaintext block P of
Pi...Pj unknown to the dtacker, then the probabil ity that the
attacker chooses the correct ciphertext block from unknown
plaintext-ciphertext pairsis lessthan one when (R Cda)*c <
2°b. The probability the attacker chooses a domain
representation when the range representation is known is
higher, therefore, Prob[at least one bogus messge is
recognizable] =1 - (1 - 1/27°K)((n + (Vmoc [(dd))(R Cd)*c)
< Threshaold.q

Stepiii. Derivetime, dr, such that the probability the atadker
chooses a range representation to match a domain
representationisless than the Threshald (i.e., P2).

Proof: It follows from property assaumption SA1 that the
MOC() computed over the domain is asaimed to be
uniformly distributed. Using this property, the proof for
deriving d, and choosing a range representation to match a
domain representation is analogous to the proof in Step ii.
Therefore, choose dr such that thefollowing condtionshaold
for the Prob[at least one bogus messageisrecognizable]: 1
- (- 1727)M(n + (Vmoc ) (R [H)c) < Threshald.q

By choosing thelifetimeto be no greater than d, dg, and d,
we satisfy conditions S1 and S2 respectively, therefore
Prob[Bogus message  P1...Pi-1 Ci...Gj is recognizable] <
Threshold.q

We now apply the methodto another message type.
PRIVATE Message Type

() Integrity Policy.
Prob[Bogus message C1...Cn isrecognizable] < Threshold.

(*) If wehad not assumed SA1, then it would be
advantagous for the atadker to choose range
representation that had a higher probability of
oceurring.

(2) Message Structure and Representation.

Message: t-key, moc-key, P1...Pi-1, Pi...Pj, Pj+1...Pn, C1...Cn,
1<i <j<n.

Layer Functions:

MOC(moc-key, P1..Pi-1, Pj+1...Pn) = Pi...Fj; ENC(t-key,
P1...Pn) = C1...Cn

Representation: C1...Cn

Assumptions:

Protocol: PA1 - PA3, key = {t-key, moc-key},

Functions: EA for ENC()/DEC(), MA1, MA2
MessageAttribute Recelver

RepresentationClass Decrypted-Attributes
C1...Ci-1domain DEC(t-key; C1...Ci-1)

Ci..Cjrange  DEC(t-key; Ci...Cj)

Cj+1...Cndomain DEC(t-key;Cj+1...Cn)

Constraints on Recelver Attributes

Decrypted Attribute: DEC(t-key; C1...Ci-1), and DEC(t-key;,
Cj+1...Cn)

Class Decrypted-Domain

Constraint: Constrained

Both DEC(t-key; C1...Ci-1), and DEC(t-key; Cj+1...Cn)
generateknown pairs. Also, by EA, nochosen plaintext pairs
exist.

Decrypted Attribute: DEC(t-key; Ci...Cj)
Class Decrypted-Range
Constraint: Constrained.

DEC(t-key; Ci...Cj) is constrained since the other
attributes of this message type generate known plaintext-
ciphertext pairs.

Attribute: moc-key
Class Secret-Domain
Constraint: Constrained by assumption PA1 and PA2.

Summary of Constraints.
Secret-Domain: Constrained
Decrypted-Domain: Constrained
Decrypted-Range: Constrained

(3) Properties of ENC()/DEC() and MOC()

Against choosing a domain representation: MA1

Against choosing arange representation: MA2 & EA

(4) Message Lifetime

Sep i. Derive time constraints, dk, such that the
Prob[constraints within the property assumption are
satisfied] < Threshold.

Properties: MA1, MA2
Property Constraint: moc-key is Constrained
Lifetime anstraint: dk < (Threshold (2*moc-key]) / V moc
By PA1, principals are trusted to maintain privacy of the
moc-key. Time, dx, ischosen such that the Prob[the atacker
may verify the moc-key] < Threshold. Therefore, dk <
(Threshald (2*moc-key|) / V moc.
Property: EA
Property Constraint: key is Constrained.
Lifetime anstraint: dk < (Threshold [27|t-key|) / Vencidec
By PA1, principals are trusted to maintain privacy of the
t-key. Time, dk, ischosen such that the Prob[the dtacker may



verify thet-key] < Threshold. Therefore, dk < (Threshold O
2A|t-kW|) | Venodec.

Step ii. Derive time, dg, such that the probability that the
attacker chooses a domain representation that matches a
range representation isless than the Threshold (i.e., S1).

Proof: No additional time constraint is necessry to prove
condtion S1 since MAL1 restricts the probability to lessthan
the Threshold that the attacker may choose a domain
representation that matches a range representation
independent of whether the decrypted MOC value or
decrypted domain values are known. That is, assime MA1
and let the unknown bocks be P1...Ps-1 = moc-key; also, let
Ps...Pt = P1...Pi-1 Pj+1...Pn; Pt+1..Pu = NULL; X = Pi...Pj.
Then, Prob[chocsing P1...Pi-1 such that MOC(moc-key,
P1...Pi-1, Bj+1...Pn) = Pi...Pj ] = 1/2"k < Threshold.q

Stepiii. Derivetime, dr, such that the probability the atadker
chooses a range representation to match a domain
representationisless than the Threshald (i.e., P2).

Proof: No additional time @nstraints is necessary to prove
condtion P2 since MA2 restricts the probability to lessthan
the threshold that the attacker may choose a domain
representation that matches a range representation
independent of the partial constraintson the decrypted MOC
value. Assume MA2 and let the unknown blocks be moc-
key; also, let X = Pi...Pj; P1...Pu= (moc-key P1...Pi-1 Fj+1...Pn).
Then, Probchoaosing Pi...Fj such that MOC(moc-key, P1...Pi-
1, Bj+1...Pn) = Pi...F] = 2"k < Threshold. Thus, Prob[ Bogus
messge PiL..Pi-1 Pi..F PBj+1..Pn is recognizable] <
Threshold.q

By choosing thelifetimeto be no greater than d, dg, and d,
we satisfy conditions S1 and S2 respectively, therefore
Prob[Bogus message C1...Cnisrecognizable] < Threshold.q
Example Lifetime Computations
We demonstrate how to determine lifetime assumptions for
the general message types SAFE Messges and PRIVATE
Messages. The message structure, representation and
lifetime constraints for SAFE Messages are summarized as
follows:
SAFE Message
(4) Message Lifetime Constraints:
dk < (Threshold [27|t-key]) / Venc/dec
1- (1-227)™(n + (Vmoc [H6))(R [Hd)”c) < Threshold
1- (1-227)™(n + (Vmoc [H6))(R [Hd)*c) < Threshold
Therefore,
If
Integrity Threshold: 1/ 1,000,000
rate of known pairs: R= 1000 krown pairs/second
andif we asaume the following attacker assumptions:
Venodec: 10# glesses/second
Vmoc: 10!) guesses/second.
n: 2#@.
and asdgn the following layer function parameters:
t-key space = 2/|t-key| = 2%$
space of MOC value = 2 = 2%@

then, time oonstraints da, and dr are cmputed as follows:
Stepi: dk <2085 days
Stepii & iii: dr=da < 394 chys.
However dq,dr< dk must hold. Therefore, dsand drarechosen
such that: dr=da < 2085 days.

PRIVATE M essages

(4) Message Lifetime Constraints:
dk < (Threshold C2°moc-key]) / Vmoc
dk < (Threshold [(27[t-key]) / Vencidec
No additional time constraintson di and d- are needed.

Therefore,
If
Integrity Threshold: 1/ 10,000
rate of known pairs: R= 1000 krown pairs/second

and if we assume the following attacker assumptions:
Venadec: 10" guesses/second
Vmoc: 10" guesses/second

and assign the following layer function parameters:
t-key space = 2|t-key| = 29"
space of MOC value = 2k = 2! @*
then, time oonstraints da, and dr are cmputed as follows:
Stepi: dk< (Threshold (27|t-key|) / Vencidee= 83.4 days, and
dk < (Threshold (2 moc-key|) / Vmoe= 3.93 x 10@#
days.
Stepii & iii: dr, da < dk
Therefore, choose dd and d, such that:
da < 834 days and d < 83.4 days.

By choasing ds and d as dhown in these examples, the
designer obtains message structures that satisfy conditions
S1 and S2. Therefore, the sufficiency theorem of Section 3
tells us that the message integrity condtionis stisfied. (Of
course, aweaknessin the ENC()/DEC() or MOC() function
could have asignificant impact on the alequacy of dr, d,
and dk .)

6. Applying the Method to Correct a Protocol

Vulner ability

We demonstrate how to apply the method to determine what
properties of the redundancy function can be used to satisfy
an integrity protection oljective.

In applying the methodto Privacy Enhanced Electronic Mail
(PEM) [Linn89], not only properties of the redundancy
function are determined, but also a potentia vulnerability is
indicated. This potential vulnerability surfaced when it was
realized that the actual mechanism chosen in PEM, DES-
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MAC [ANSI82], wasnever intended to satisfy the properties
that were determined from the application of the method
Further investigation led to the discovery of the dtack
scenario confirming the vulnerability. We now present the
application o the method, whereas the attack scenario can
be foundin [SG934].

PEM provides confidentiality, authentication, and message
integrity servicesfor electronic mail transfer. Thisversionis
vulnerable since known pairsfrom amessage of type T2, in
Figure 2, can be used to create a create a bogus message of
type T1, Figure 3.

A message of type T2 uses the “unkeyed” RSA-MDx
redurdancy function, DESCBC modeof encryption, and can
be sent to any number of addressees. The key used to encrypt
the user data, K2, and the MDx digest are encrypted keys
shared pair-wise between sender andrecipients (e.g, Ka, and
KacinFigure2). A messagesent from principal ato principals
b and ¢ and hes the following message structure and
representation:

Message - Type T2

Message: Ka, Ka, K2, C1', C2’, P3' P4, C3' C4, C5' Cs¢',
P7,Ps ..Pn", C8..Cn

Layer Functions:

Random()= K2, P7’

ENC(Ka, 0...0; K2) = C1’

ENC(Kac, 0...0; K2) =C2

MOC(Pg'...Pn") = P3' P4

ENC(Ka, 0...0; P3') = C3'

ENC(Ka, 0...0; P4') = C4

ENC(Kag 0...0; P3") = C5’

ENC(Kag 0...0; P4) = C¢’

ENC(K2, P7'; Pg'...Pn") = Cg'...Cn’

Representation: P7’ C1' C3' C4' C2' C5' C6' Cg'...Cn’

Assumptions:

Protocol: PAL, PA2, and PA3 where
Principal = P2 and P* for key = { Ka}
Principal = P2 and P¢ for key = {Kad
Also P2, P, and P¢ maintain privacy of K2.

Functions: EA such that ENC()/DEC() isDES CBC mode.
MOC() isthe RSA-MDx functionand P3' P4’ are random.
Space of MOC(): 2 = 2! @*

Key Space (of Ka,KacK2): 290"

Space of Cipherblock: 2° = 2°$
MessageAttribute
Representation Class Decrypted-Attributes

pP7 domain pP7
cr domain DEC(Kab, 0...0;,C1")
c2 domain DEC(Kac, 0...0; C2)
C3 range DEC(Kab, 0...0; C3")
C# range DEC(Kab, 0...0; C4")
Cs’ range DEC(Kac, 0...0; C5')
Ce’ range DEC(Kac, 0...0; Cg")
Cg'..Cn" domain DEC(DEC(Kab, 0...0;
C1),P7;Cg'...Cn"), or

DEC(DEC(Kag, 0...0;
C2),P7;C8'...Cn")

The methodis now applied for message type T1. Note that
a complete analysis requires all message typesin
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the protocol to be specified, not just message types T1 and
T2.

Message- Type T1

(1) Integrity Policy.

Prob[Bogus message P3 C1 C2 C4...Cn is recognizable] <
Threshold.

(2) Message Structure and Representation.
Message: Ka, K1, C1, P2, C2, P3, P4...Pn, Ca...Cn
Layer Functions:

Random()= K1, P3

ENC(Ka, 0...0; K1) = C1

MOC(K1O FO...F0, 0...0; Pa...Pn) = P2

ENC(Ka, 0...0; P2) = C2

ENC(K1,P3; P4...Pn) = C4...Cn

Representation: P3 C1 C2 C4...Cn

(Initial) Assumptions:

Protocol: PA1 - PA2 where

Principal = P2 and PP
Functions:

EA such that ENC()/DEC() isDES CBC mode. MOC() is
DES-MAC and is computed using ENC() except only the
last ciphertext block is saved.

Space of MOC(): 2k = 2"'$
Key Space (of Kay): 296"

Space of Cipherblock: 20 = 2°$
MessageAttribute Receiver

RepresentationClass Decrypted-Attributes

P3 domain P3
C1 domain DEC(Kab, 0...0; C1)
C2 range DEC(Kab, 0...0; C2)
C4..Cndomain DEC(DEC(

Kab, 0...0; C1),P3;
C4...Cn)

11

Recognition condition for Message Type 1:
MOC(DEC(Kab, 0...0; C1) O FO...F0, 0...0; DEC(DEC(Kab,
0...0; C1), P3; C4...Cn)) = DEC(Kab, 0...0; C2)
Constraints on receiver attributes.
Decrypted Attribute: P3
Class Decrypted-Domain (*)
Constraint: Unconstrained

P3 is unconstrained since it is independent of other
attributes and thus is determined directly from the message
representation.
Decrypted-Attribute: DEC(Kab, 0...0; C1)
Class Decrypted-Domain
Constraint: Unconstrained

By checking ather decrypted-attributeswe discover from
message type T2, that an entity other than P2 and P® (i.e,,
entity P°) knows DEC(Kac, 0...0; C2') is equal to DEC(Kab,
0..0; C1'). Thus, for entity P¢ choasing C1 := C1', C1 is
known. Since DEC(Kab, 0...0; C1) represents a shared secret
between P2 and PP, we will assume that the knowledge of

» key = {Ka}, maintain privacy of K1; any DEC(Kab, 0...0; C1) leavesthis attribute unconstrained.

Decrypted-Attribute: DEC(Kab, 0...0;C2)
Class Decrypted-Range
Constraint: Constrained

Valuesof DEC(Kab, 0...0;C2) may beknown for the same
reason as above. However, since  DEC(Kab, 0...0;C2)
represents a decrypted-range attribute, we assume that the
knowledge of some values of DEC(Kab, 0...0; C1") need not
require that this attribute be considered unconstrained. For
example, properties of the MOC() function and the space of
the range val ue can compensate for an attacker’s knowledge
of some valuesfor DEC(Kab, 0...0;C2).

Decrypted-Attribute: DEC(DEC(Kab, 0...0; C1), P3; Ca4...Cn)
Class Decrypted-Domain
Constraint: Unconstrained

*)

P3 iswithin the domain of MOC() since the derivation
of P4...Pn = DECcbc(DECchc(Kab,0...0;C1),P3;
CA4...Cn) requires P3 to be speafied.



Since DEC(Kab, 0...0; C1) is unconstrained and P3 is
unconstrained, DEC(DEC(Kab, 0...0; C1), P3; C4...Cn) is
unconstrained for known values of DEC(Kab, 0...0; C1).
Attribute: DEC(Kab, 0...0; C1) 00 FO...FO
Class Secret-Domain
Constraint: Unconstrained

Since DEC(Kab, 0..0; C1) is unconstrained then
DEC(Kab, 0...0; C1) O FO...FO is unconstrained. FO...FO is
known sinceF0...FOisa mnstant and the protocol isassumed
to be known.

Summary of Constraints.
Secret-Domain: Unconstrained
Decrypted-Domain: Unconstrained

Decrypted-Range:Constrained

This st of constraints corresponds with entry 2 in Tables 1
and 2

(3) Properties of ENC()/DEC() and M OC()
Protection against choosing a domain representation: SA1

Protection against choosing a range representation: EA

Integrity protection for message type T1 is achieved by
choasingan actual functionthat satisfiesthe propertiesin (3)
and by limiting the lifetime of the protocol run. A general
form of a message structure satisfying these constraints is
the Private Message presented earlier. The lifetime
congtraints are determined in an anal ogous fashion.

Although important, it is beyond the scope of this paper to
determine & to whether actual chosen functions stisfy the
properties derived using the design method In PEM, the
DES-MAC was chosen asthe MOC() functionfor the design
of message type T1. However, a brief comparison o the
DES-MAC function with property SA1 indicates an
incompatibility. The design o DES-MAC was intended to
require asecret key (i.e., constraints onthe domain like that
required in property MA1). Choices of actua redundancy
functions and aternate message structures to correct this
problem are given in [SG934).

7. CONCLUSIONS

We presented a design method kased onaforma mode of
integrity protection. The use of the methodwas illustrated
by the design d a large class of message types whose
integrity is provably preserved in face of active intruder
attacks. The use of the method was also illustrated in the
elimination of a recently discovered vulnerability of the
symmetric key option in the Privacy-enhanced Electronic
Mail (PEM) protocol for the Internet.
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