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Abstract. The recent successes of a number of nonprofit computing
projects distributed over the Internet has generated intense interest in
the potential commercial applications of distributed computing. In a
commercial setting, where participants might be paid for their contribu-
tions, it is crucial to define a security framework to address the threat of
cheating and offer guarantees that the computation has been correctly
executed. This paper defines and analyzes such a security framework
predicated on the assumption that participants are motivated by finan-
cial gain. We propose a scheme which deters participants from claiming
credit for work they have not done, and puts a high cost on attempts to
disrupt the computation. We achieve these two goals by integrating an
algorithm to assign computations to participants, an algorithm to verify
their work, and an algorithm to pay participants.
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1 Introduction

The Internet has created the possibility of cooperative computing on an un-
precedented scale. Connected computers everywhere may join forces to execute
in parallel tasks so computationally expensive that they were once reserved for
supercomputers.

Several projects have demonstrated with success the spectacular power of
distributing computations over the Internet. For example, the Search for Extra-
Terrestrial Intelligence project (SETI@home) [SETI], which distributes to thou-
sands of users the task of analyzing radio transmissions from space, has achieved
a collective performance of tens of teraflops. Another Internet computation, the
GIMPS project directed by Entropia.com, has discovered world-record prime
numbers.

Participation in these computations has so far been limited to volunteers who
support a particular project. But with the rapid growth of distributed comput-
ing applications, there is intense commercial interest in recruiting a lot more
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Internet users. Harnessed and marketed, the idle computer time of 25 million
AOL users, for example, has the potential to generate tremendous profit. There
are already a dozen companies [DC00] which have begun recruiting participants
for the next generation of distributed applications. A sample of these applica-
tions includes those to accelerate anti-HIV drug design research, simulate protein
folding, design and manufacture robotic lifeforms, produce digital entertainment,
and simulate economic models.

Nevertheless, a major obstacle to the widespread growth of commercial dis-
tributed computing is the absence of a security framework to verify the correct-
ness of the computation. Today, the results of computations are mostly taken on
faith. Bob Metcalfe, the inventor of ethernet said, “...people with serious com-
putations are not likely to trust results coming from unreliable machines owned
by total strangers” [R00].

This paper begins to address the difficult issues of security and reliability in
a commercial distributed environment. We define two security goals: prevent-
ing participants motivated by financial gain from claiming credit for work they
have not done, and raising the cost of attempts by malicious participants to dis-
rupt the computation. We propose a high-level infrastructure for administering
distributed computations in a way that deters and detects cheating. Our ap-
proach is based on integrating an algorithm for assigning tasks to participants,
an algorithm for checking their work, and a payment scheme.

The building block of our security schemes is the ability to verify the result
of a computation. Much work has been devoted to that goal in a variety of con-
texts, with an emphasis on making the verification process general and efficient.
While our security schemes build on these results, our focus is different. Rather
than considering verification at the level of individual computations, we propose
a high-level infrastructure for administering distributed computations. We as-
sume the existence of an algorithm for double-checking computations, and study
how best to integrate verification into the general organization of a distributed
computation.

In the rest of this section, we start by reviewing related work. Section 2
presents our security framework. In section 3, we introduce our basic scheme for
running secure distributed computations. In section 4 and 5, we discuss variants
of our scheme. The first variant addresses the issue of accomodating partici-
pants with varying computational resources. The second variant improves on
the computational overhead of the basic scheme. We conclude in section 6.

1.1 Related Work

We start with a brief survey of results on verifying computations. We will then
review proposals on how to integrate the verification primitives into distributed
computations.

A general method to detect faulty execution is to incorporate a checksum in
the program, and execute the computation redundantly. If independent execu-
tions fail to produce the same checksum, a majority vote determines the correct
result. Ideally, checksums capture the whole execution of the computation and



detect any accidental error with high probability. See [MWR99] for an example
of secure checksums for general Java programs.

For specific applications, it is possible to design checksums with a shortcut for
verification. Once produced, such checksums can be verified much more efficiently
than by doing the computation all over again. Program checkers [BW97,BK89],
proofs of work [GMO00,JJ99] or uncheatable benchmarks [CLSY93] propose effi-
cient checksums for specific arithmetic applications, such as factoring or repeated
modular squarings. It is not known how to design efficient checksums for general
computations.

To guard against malicious errors, checksums may be combined with crypto-
graphic tools. Digital signatures guarantee the integrity of checksums, assuming
it is impossible to analyze the code of the computation to recover the secret
signing key. Thus, security against a malicious computing environment relies on
the impossibility to reverse-engineer the computation code to find the key.

Computation on encrypted functions provides one way of hiding the code
from the participant. Yao proved in [Y82] that any function may be computed
with an encrypted circuit, which leaks no information about what is being com-
puted, but encrypted circuits are too large for practical use. For restricted classes
of functions [F85], computing on encrypted data has been shown to be practical.
Code obfuscation is another approach to protect code from prying eyes. It is an
assortment of ad-hoc techniques to produce garbled assembly code. Given the
existence of efficient decompilation techniques, it provides short-lived security at
best. Hohl proposes in [H97] the use of dynamic code obfuscation in conjunction
with time restrictions.

We turn now to the problem of integrating the verification primitive into a
distributed computation scheme to make it secure. An idea common to many
schemes is to spot-check computations at random (see for example [GMO00]). A
very complete framework for spot-checking arbitrary computation in the Java
environment is described in [MWR99]. [MRS93] proposes a scheme based on
replication and voting to achieve fault-tolerance in the setting of mobile agents.
The use of quorum systems has been proposed for the related problem of im-
proving the efficiency and availability of data access while still protecting the
integrity of replicated data.

Like these schemes, our approach is based on spot-checking work at random,
but our focus is specifically to tie the verification algorithm with the algorithm
for assigning tasks and the payment scheme.

2 Basic Fra or

The supervisor of a distributed effort maintains a pool of registered participants,
who are willing to run computations for the supervisor. Participants may range
from large companies offering idle computer time at night to individual users with
a single machine. The supervisor advertises the computational power under her
control, and bids for large computations. Computations are divided into smaller
tasks, each of which is assigned to one or possibly several participants. Partici-



pants execute the tasks independently and return the results to the supervisor.
The supervisor compares the results for consistency, distributes payment where
it is due and announces the result of the whole computation when it becomes
available. Formally, we define a scheme for organizing distributed computations
as follows.

e to 1.

In the registration step, participants signal their willingness to contribute to
distributed computations. In keeping with the state of things on the Internet, we
assume that participants do not necessarily reveal their physical identity to the
supervisor. An entity may register an arbitrary number of distinct participants
with the supervisor, and the supervisor can not track participants to the real
world. Consequently, the supervisor s leverage over participants is limited to
withholding payment. It is impossible for example to take legal action against a
participant who failed to do the work, or who returned an incorrect result.

We assume that all the tasks distributed by the supervisor take approxi-
mately the same time to execute (say, one day) and are verifiable. A task is
verifiable if there exists a task  such that the output of  indicates with high
probability whether — was executed correctly or not. We have presented in the
section on related work various techniques for verifying tasks. See for example
[MWR99] for a very general technique. From here onwards, we will ignore this
issue and make the assumption that . In effect, we assume that if a task
produces the same output in two independent runs, it was executed both times
correctly. Observe that if randomized tasks are to be included in this model,
participants must agree on a random-number generator and use the same seeds.

We also assume for simplicity that all participants are equally capable of
handling any task, and of returning the result to the supervisor within the same
time bounds (say, every day). This is not to say that all participants have the
same computational resources. Faster participants will process more tasks within
one period, but all participants will return their results by the end of the pe-
riod. This model reflects reality: processor speeds are roughly comparable across
computers, but some participants have many more computers at their disposal
than others.

A participant may choose to take a temporary leave from the computation,
for example during the week-end or a vacation. But while executing a task for the
supervisor, the common rate of computation must be met and results returned
by the deadline, under penalty of expulsion from the computation.



The computation proceeds as follows. Let us write () for the ordered set
of tasks assigned to participant at time . A participant unqueues one or
more tasks from () at time , executes them, and returns the result at time

. For the purposes of this discussion we assume it is safe for participants to
observe and execute problem instances they are assigned.

Meanwhile, as new tasks are received, the supervisor assigns them to partici-
pants according to the algorithmm . A new task is queued to the sets () for
all (). Theset ( ) isonly known to the supervisor, so that participants
do not know whether the tasks they are assigned have also been assigned to
someone else. The supervisor keeps track of who performs what computations.
If a participant is caught cheating, the past computations of that participant, as
well as dependent computations, can be rerun.

After returning a result, a participant may start executing a new task or
take a leave. If participant  takes a leave at time , all the tasks in () are
redistributed among active participants as if they were new tasks, taking care
however never to re-assign a task to a participant to whom it has already been
assigned.

.1 e rt ra e ork

We study the interaction between the supervisor and the participants in game-
theoretical terms. The supervisor assigns each task to one or several participants
according to the probabilistic algorithm . We assume that the algorithm is
public and known to all participants. The supervisor is trusted not to collude
with participants and to distribute payment where it is due.

A participant can either cooperate with the supervisor and execute the com-
putation correctly, or defect and return an incorrect result. In this paper, we
assume that all errors are malicious and do not consider the possibility of errors
for which the participant may not be responsible (hardware or software failures).
A simple variant of our results would allow participants to return occasional in-
correct results.

An adversary may control a potentially large number of distinct participants
without the supervisor s knowledge, but me make the important assumption
that such alliances can only be created before a task is assigned. Once a task is
assigned, we assume that is is impossible for an adversary to find and corrupt
the other participants to whom the same task was assigned. We justify this
assumption as follows. In the limited time available, a low-scale effort to find the
participants to whom a particular task has been assigned is bound to fail, while
a large-scale effort would not go unnoticed and could be punished.

The following variables define the utility function of a participant:

a etree ed ertak ( ).Thisistheamount paid by the super-
visor to participant for a task not known to have been incorrectly executed.
Observe that the function  is independent of the task executed, since we
assume that all tasks require the same computational effort.



tlt o e I1 deet . The variable is the utility of
corrupting a computation. For example, might be the reward paid by an
adversary to disrupt the computation of a competitor.

ot o ett a t dee t . This is the loss incurred by a
participant when the defection is detected by the supervisor. The cost
reflects the resulting punishment, in terms of payment being withheld by
the supervisor for example.

With these variables, we can compute the expected utility of cooperating
and the expected utility of defecting for a participant. Let us write  for the

probability that cheating is by the supervisor.
[Cooperating]
[Defecting]  ( ) ( )

In accordance with standard economic theory, we assume that all participants
are rational and either risk-averse or risk-neutral, but not risk-seeking. Let us
recall that for a non-risk-seeking agent, the utility function of money is concave.
Consequently, given two options with the same expected outcome, a non-risk-
seeking participant will always choose the option with the smallest standard
deviation.

e to . e re o tat o

ro o to 1.

[ ] 0

Recall the important assumption that participants are given the freedom
to take a leave from the computation at any time. The optimal strategy for
a non-risk-seeking participant is to execute the highest-paying task for which

[Cooperating] [Defecting], defect for all tasks for which [defecting] 0,
and not take part in any other computation. Therefore to ensure that no rational
participant ever defects, it is enough to guarantee that [Defecting] 0.

ro a 1iistic dundant cution

We describe in this section our basic scheme with perfect security. New par-
ticipants are required to execute a few tasks for free before being allowed to
register. These tasks serve both as a barrier against frivolous registrations and
as a “computational” deposit with the supervisor. This deposit will be forfeited
in the event that cheating is detected. A participant who signals his intention to
leave the computation is paid some amount to compensate for the tasks executed
for free prior to registration.

Our approach to deterring cheating is to double-check some tasks with some
probability and to ban from all future computations any participant who is



caught returning an incorrect result. Being banned is a loss for a participant,
regardless of whether that participant intended to take part in future computa-
tions. Indeed, a participant who wanted to take part in more computations would
have to go through the registration phase again. As for participants who did not
wish to be considered for future computations, they have forfeited the amount
that the supervisor would have returned to them had they left the computation
honestly.

Let us now describe our scheme in detail. For simplicity, we start here with
the assumption that all participants have the same computational resources. We
will discuss in the next section how to adapt our scheme to participants of varying
computational resources. The supervisor organizes the distributed computation
as follows:

Re trat o .In theregistration step, a participant is asked to run 2
unpaid tasks. The results of these tasks is known to the supervisor. The
participant is allowed to register only if all tasks were executed correctly.
roa lt dtr to o a et A task is distributed to
distinct participants where the number is chosen at random according
to the probability distribution . The probability distribution  is central
to our scheme. We will compare in the next two sections several possible
choices for the function
a et t o The payment function is a constant amount  per task.
Participants are free to withdraw the money they have earned at any time.
e era e. A participant who notifies the supervisor of his desire to leave
the computation is paid an amount

e to . roalt red datee to .

According to Proposition , this scheme is perfectly secure if:

[Defecting]  ( ) ( ) 0



where  is the probability that cheating is , is the amount
that a participant gets paid for running the task correctly, and 0 is the loss
incurred if cheating is detected. For participants who intend to be considered for
future computations, is the cost of re-registering: ( ) . For participants
who do not intend to be considered for future computations, is the amount
forfeited by being ejected from the computation: . Thus in either case,

.Let us define the ration . We can rewrite the condition for
perfect security as:

The choice of involves a trade-off between security and computational over-
head. The more participants a task is assigned to, the smaller the probability
that cheating goes undetected, but also the higher the computational overhead.
To get the lowest possible computational overhead, the supervisor should choose
the largest value  for which the security condition above holds. In the follow-
ing two sections, we study how is affected by the choice of the probability
distribution

1 o e tall e rea

Recall that the function is the probability distribution according to which the
supervisor chooses the number of participants to whom a task is assigned. We
study in this section the properties of our scheme when for one of the
probability distributions defined as follows:

[ ]« ) ! for all

This is an exponentially decreasing probability distribution of coefficient 0

. The factor ( ) is a normalization term to ensure that the probabilities
sum to
ro o to
0

ro o to
1

1 1

If the scheme is perfectly secure and all the participants are rational,
cheating never occurs. Thus, there is never a need to redistribute a task. Given
the probability distribution [ ] ( ) ! for , it follows that
the computational cost is > | ( ) b DD B

orollar 1.

\/—_



The corollary follows directly from Proposition 2 and 3. Before proving propo-
sition 2, let us consider a few numerical examples. The table below summarizes
the characteristics of our scheme for different values of the parameters. Observe
that our scheme remains very efficient as the maximum coalition size increases.
As expected, the computational overhead grows with the square root of the ratio

. The computational overhead becomes quite significant for large values of

. This comes as no surprise: the only way to defend against an adversary will-
ing to pay much more to disrupt the computation than the supervisor is paying
for correct execution, is to distribute the tasks to a large number of participants.
Only the near certainty that cheating will be detected can redress the imbalance
between what participants are offered to defect and what they are offered to
cooperate.

Computational Overhead (c)|Max coalition size (p)|Ratio
0 0
7 0 0
46
243 0

(Proposition 2)

Consider an adversary who controls a fraction 0 of the total number
of active participants, and has been assigned the same computation  times
through various of these participants. We denote this event

Let us now compute . Let denote the probability that cheating is not
detected during a particular round (recall that the task may be distributed
multiple times if the results returned after the first round do not all agree).
Then

( )
Let us compute . Recall that denotes the total number of times that the
task has been assigned.

Pr| ]
Pr| [Pr[ ]
Pr[ ]
Now Pr| ] and
pil Y () (et
Since Pr| ] ( ) 1, we get after simplification:




Let us define the function

And ( ( ))- It follows that

«C C n'
And thus % for all . It follows that the scheme is perfectly
secure as long as ( ( N2 ( )1

ot er e to o

We study here another family of distributions for the number of participants to
whom a task is assigned. We wish to increase the minimal number of participants
to whom a task may be assigned. As before, the functions are exponentially
decreasing with parameter , but we now also require  to assign each task to
at least distinct participants. The new family of probability distributions is
defined as follows:

[ ] ( ) for all
[ ] 0 for

ro o to

C C » ' O )3

ro o to

The proofs of propositions 4 and 5 are omitted, as they are similar to the
proofs of propositions 2 and 3 respectively. The family of functions results
in lower computational overhead for large values of the ratio . Since each
task is assigned to a minimum of distinct participants, we have to pay upfront
a computational overhead of , but asymptotically the computational overhead
grows like the root of

Observe that the definitions of analyzed in this section and the previous one
are by no means the only possible. We could investigate yet other distributions.
However, as we will see in section 5, the most computationally efficient schemes
come from another approach: defining the function  dynamically.



artici ants it ar in o utationa sourc S

We have assumed in the previous section that all participants have the same
resources to contribute to the distributed computation. This assumption is not
only unrealistic, but also introduces the following threat. Consider an adversary
with little computational power, who is bent on disrupting one particular com-
putation (for example, that of a competitor). That adversary might register a
very large number of inactive participants, which she would activate just before
the target computation is distributed. In effect, it is possible for our adversary
to briefly control a number of participants which is out of proportions with her
real computational power, and inflict damage on targeted computations at little
cost.

We address this issue in this section. We introduce the activity, a measure of
the relative throughput of each participant compared to others. Based on this
measure, we modify the assignment algorithm to enable faster participants to
process more tasks than slower ones. We also counter the threat we have just
described by allowing only gradual increases in activity.

The activity is a probability distribution over the pool of participants,
which evolves dynamically over time. Whereas before participants were drawn
uniformly at random from the pool, they are now drawn at time according to

the activity . This leads to the following variant of our basic scheme:
e to . e e t at ¢t.
3
Initially, is the uniform probability distribution over all registered par-

ticipants. At the end of each time period, the activity is updated, to reflect
the throughput of each participant on the one hand, and on the other hand to
account for the arrival or departure of participants.

Recall that we write () for the ordered set of tasks yet to be processed by
participant  at time t. Let () () be the number of these tasks. We
write  for the average over all participants of the (). We define 188 a
function of  as follows:

(O O 0

for all active participants . In this formula, the coefficient 0 is the elasticity
of the activity. At the end of the time period , a participant who has fewer tasks
left to execute than average will see her activity increase. On the other hand, a
participant who can not keep pace with the tasks assigned to him will see his
activity decrease ( () 0).

The choice of the value involves a trade-off. A higher value of will respond
faster to changes in a participant s activity, and result in fewer computational



resources being left at times untapped. On the other hand, a lower value of will

more effectively prevent adversaries from creating spikes of activity. Experience

will tell what elasticity is best suited to a particular set of participants.
Observe that the way we have defined the evolution of activity so far,

Yoo > ()

and thus 1 is again a probability distribution over the set of all participants.
But we still need to account for the arrival of new participants and the voluntary
departure or expulsion of participants:

1() 0 for all participants  who leave the computation at time
(either voluntarily or as a result of submitting an incorrect result.)

1( ) () for the new participants  who wish to join the
computation at time . Here is the total number of participants, and
is the number of new participants. Observe that all new participants share
equally one of the total activity.
Finally 1 is normalized so that the sum of the values adds up to

ro o to
2

The proof is exactly similar to that of Proposition 2. Indeed, the new
probability distribution does not affect the strategy of cheaters motivated by
financial gain.

The activity is an indirect measure of the current throughput of each par-
ticipant, relative to other participants. Observe that an absolute measure of
activity, while apparently simpler, can not cope with situations where the total
computational power of all participants exceeds the work available. Indeed in
such situations, participants who are lucky enough to be assigned some work
see their absolute activity increase, as a result of which they get assigned even
more work in the next time period. Short of creating bogus tasks to keep all
participants busy, such a scheme would become unstable and unfair.

1 e rt l1 ato

Our goal is to prevent an adversary from rapidly creating a large number of
participants, who collectively represent a significant fraction of the distribution
, just ahead of the computation that is targeted for sabotage. If the process of
amassing a significant share of activity takes a long time, an adversary will be
forced to contribute much computational power for a long time before having a
chance to disrupt a particular computation. We study the evolution of activity
in two distinct situations.
Suppose first that work is scarce, i.e. the combined computational resources
of all participants exceeds the work available. In that situation, the set of tasks



( ) yet to be processed by a participant is either empty, or contains very
few tasks, and for all | (). Consequently 1() ( ). Regard-
less of the resources available to participants, they always keep more or less the
activity that they started with. In that setting, it takes at least time peri-
ods to accumulate a share of the activity, where is the total number of
participants. In effect, it is practically impossible for an adversary to control a
significant fraction of the activity.

Let us now consider the opposite situation in which the amount of potential
work available exceeds the combined computational power of all participants.
Recall the formula used to update A:

OO0 o)

To slow down the potential increase of activity, we can set the elasticity to
a small value. This has the drawback of making the distribution of tasks more
rigid for everyone. A better solution might be to place an upper bound  on
the increase of activity. For example, we could define:

() O om0 ()]

na ic ro a iit istri ution

Let us return to the scheme of section 3, probabilistic redundant execution. We
propose in this section a more computationally efficient variant of this scheme,
based on a dynamic definition of the probability of re-assignment . Recall that
in our original scheme, the function is defined statically, in the sense that
the number of participants to whom a task is assigned is chosen independently
of who these participants are. It makes sense however to adjust the number of
participants involved according to how trustworthy they are. For example, we
might have the same degree of confidence in a result returned independently by
two trustworthy participants as we have in a result returned independently by
four less trusted participants.
In our model, the trustworthiness of a participant is measured by the amount

that the participant stands to lose if cheating is detected. The registration step
of our scheme ensures that for all participants. sing this value for
we proved in section 3 that our scheme is secure as long as the probability
that cheating is undetected satisfies:

The variant we propose here is based on estimating the value more precisely
for each participant. Consider a participant who has already earned an amount

for running computations, but has not yet withdrawn that amount. Since
that amount would be forfeited alongside the deposit of should cheating be
discovered, the total potential loss for this participant amounts to:



Accordingly, the security condition for our scheme becomes:

where as before is the probability that cheating is undetected.
The following scheme takes advantage of this weaker condition:

e to . a e e.

With the notations of section 3, we define the probability of re-assignment
as follows:

o) > o )

where  and are the deposits of participant

ro o to

Let us consider an adversary who has been assigned times the same task
through various of the participants that he controls. Since we assume that the
adversary controls only a negligible fraction of the total number of participants,
he can not learn anything about the total number of participants to whom
has been assigned. The only information available to the adversary is that the



probability of re-assignment of a task already distributed to his participants is
(1 ). The probability that cheating is undetected is

) 2l )
2l )

This is exactly the condition required for perfect security.

(1

The computational overhead of the dynamic scheme is hard to estimate, since
it depends on the behavior of the participants. The more participants are inclined
to leave with the supervisor the money they have earned, the more efficient the
scheme. The faster participants withdraw their earnings, the less efficient the
scheme.

onc usion and Furt r or

We give a security framework for distributed computing, based on the assump-
tion that participants are motivated by financial gain. We present a secure
scheme and its analysis, as well as two variants. The first variant addresses the
issue of participants with varying computational resources. The second variant
offers improved computational efficiency.

We are currently working on an implementation of the schemes proposed
in this paper. It is hoped that this implementation will help us determine the
optimal practical value of the elasticity for the activity (section 4), and the
computational overhead of the dynamic scheme (section 5) depending on the
population of participants.
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