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Abstract— Formal methods have been successfully applied
to exceedingly abstract system specifications to verify high
level security properties such as authentication, key ex-
change, and fail-safe revocation. Furthermore, considerable
research exists on evaluating particular ciphers and secure
hash functions used to implement high level security prop-
erties. However, verifying that less abstract system specifi-
cations satisfy low level security properties has been largely
impractical. This is evidenced by innumerable system vul-
nerabilities where high level properties are not attained due
to failed assumptions of low level properties.

This paper presents ongoing work on investigating known
pairs and chosen text using the NRL Protocol Analyzer. We
give a formal characterization of known and chosen pairs,
and translate it to necessary and sufficiency conditions in
the NRL Protocol Analyzer model. It is the first work the
authors are aware of automatically discovering known-pair
and chosen-text attacks. We describe the use of the Ana-
lyzer to rediscover attacks, to find new variants of attacks
on an early version of the ESP protocol, and to show how
our experience in using it has led us to refine our model.
This was the first use of the Analyzer to model protocols at
such a low level of abstraction.

Keywords— formal verification methods, security assess-
ment, security and privacy, chosen plaintext, known plain-
text, network security, cryptography, cipher modes, cipher
block chaining.

I. INTRODUCTION

The focus of this paper is on giving a theory and auto-
mated techniques for discovering common types of known-
pair and chosen-text attacks for block ciphers. The ob-
jective of attacks on cryptosystems have historically been
to recover plaintext from ciphertext, or to deduce the de-
cryption key. However, the objective may also be to defeat
message and session integrity based on such cryptosystems.

A primary attack to defeat a cryptosystem or the in-
tegrity of a protocol session is to mount a chosen-plaintext
attack. A chosen-plaintext attack is one where the adver-
sary chooses plaintext and is then given the corresponding
ciphertext. Using the chosen-plaintext attack, the adver-
sary can perform a “dictionary attack” to learn the key. To
perform a dictionary attack, the adversary stores in a table
the encryption of the same plaintext under numerous keys.
When the real ciphertext is given, the adversary looks in a
table to see what key corresponds to the given ciphertext.
A chosen-plaintext attack also can enable the adversary to
exercise the cryptosystem to create illegitimate messages
that may be accepted as authentic. A chosen-ciphertext
attack is one where the adversary chooses ciphertext and
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is then given the corresponding plaintext. A protocol sub-
ject to a chosen-ciphertext attack allows the adversary to
read encrypted messages. A known-pair attack is charac-
terized by an adversary learning a quantity of plaintext and
corresponding ciphertext. On the surface, it can be surpris-
ing that a known-pair attack is significant given large mes-
sage spaces and key sizes. However, the security of some
protocols depend on the absence of any known plaintext-
ciphertext pairs. For example, in [10], the discovery of
a known pair in the Privacy Enhanced Message protocol
(PEM) led to the construction of an attack having success
probability of 100%. Consequently, it is important to be
able to verify assumptions that no such pairs are known
by those other than the intended entities. As in the case
of PEM, analysis of even a seemingly simple secure email
protocol becomes difficult. Herein lies the motivation of
this work.

Guidance on how to avoid chosen-text and known-pair
attacks for block ciphers has been in the literature for
many years [14]. However, attacks based on chosen-text
and known-pairs continue to be a problem even in secu-
rity protocols designed and reviewed by teams of security
experts. In spite of this, little work has been done on de-
veloping formal theories and automated techniques for de-
tection and prevention of chosen-text and known pair at-
tacks. This is mainly because the degree of abstraction at
which the problem occurs is at a somewhat lower level than
that usually handled by most of the existing applications of
formal methods of cryptographic protocols. Furthermore,
analysis is tedious and complex. Typically there are many
details to consider including numerous message types and
protocol options during the lifetime of keys. Consequently,
the search space can become very large. However, as the
work of Stubblebine and Gligor [11], [12] has shown us, it
is possible to apply formal techniques even at the level at
which splicing and message decomposition occur and ob-
tain meaningful results.

The paper is organized as follows. In Section II, we use
a state machine model for giving a formal characterization
of known pairs and chosen text in the context of a crypto-
graphic protocol. In Section III, we justify how a semiauto-
matic technique using the NRL Protocol Analyzer [6] corre-
sponds to our characterization of known pairs and chosen
text. In Section IV, we an perform an example analysis
of the TP encapsulating security payload (ESP) protocol
[1]. Here we rediscover known attacks, and discover new
variants of known attacks. In Section V, we conclude. In
Appendix A, we give the full specification of the ESP Pro-
tocol, while in Appendix B we give the actual queries we
presented to the NRL Protocol Analyzer.



II. THE I' MODEL

In this section we use a state machine model to formally
express the security properties of known pairs and chosen
text. We refer to this model throughout the rest of the pa-
per as the I' model. The protocol properties of known-pair
and chosen-text are expressed as secure state invariants.
Protocol actions are expressed as state transition rules. In
Section III, the model is used to justify the correctness of
our procedure to use tools for automated analysis.

By convention, superscripts are used to identify princi-
pals, and subscripts identify the particular state. Where
the meaning is unambiguous we sometimes leave out cer-
tain subscripts and superscripts.

A. Definitions

Messages. Let Z be the set of all strings of zeros
and ones of finite length. The set of messages is a sub-
set of Z defined as follows. Underlying the set of possible
messages is the set 7 of primitive terms. T can be of dif-
ferent types. Omne type is keys. Other possible types are
principal identifiers, random numbers, and sequences num-
bers, etc. Types may be thought of as nonintersecting sub-
sets of Z. Messages are defined by mutual induction. We
first define a number of functions, including encryption,
decryption, exclusive-or, concatenation, and deconcatena-
tion, from subsets of Z to Z.

Given a set of terms V, we recursively define the set of
messages M(V) as follows.

B1. Primitive terms. X € M(V) if X € V.

B2. Block encryption. ep(X) € M(V) if X € M(V)
and k € V and k is of type keys.

B3. Block decryption. e;'(X) € M(V) if X € M(V)
and k € V and k is of type keys.

B4. Exclusive-Or. X®Y e M(V)if X andY € M(V).

B5. Concatenation. (X1, X2) € M(V) if X; and X, €
M(V).

B6. Deconcatenation.
(Xl,XQ) S M(V)

Given a set of terms S such that S € M(7), we de-
fine M(S) to be the set of messages computable from S
recursively.

Note that we have not yet explicitly defined any of the
functions we have used. As a matter of fact, we will
not define them completely. However, we will assume
that they obey a collection of algebraic identities: namely,
that encryption and decryption with the same keys cancel
each other out, that exclusive-or is commutative, associa-
tive, possesses an identity, and is self-cancelling, and that
concatenation and deconcatenation cancel each other out.
These identities will later be used to construct a correspon-
dence with the NRL Protocol Analyzer model.

Using the definition of block encryption, we can formally
define plaintext-ciphertext pairs. (We will use the term pair
to refer to a plaintext-ciphertext pair.)

Definition 1: A plaintext-ciphertext pair is an ordered 2-
tuple {(p,c) | Ik s.t. c=er(p) Ap=re, (c)}.

Definition 2: A plaintext-ciphertext pair under key, k, is
an ordered 3-tuple {(p, c, k) | c = ex(p) Ap=e; ' (c)}.

X, and Xy € M(V) , if

We can now define the Cipher Block Chaining Mode of
encryption in terms of block encryption and decryption. In
the analysis section, we use this definition to specify spec-
ify details of the message format for an Internet security
protocol. Other modes of decryption can be specified in
a straight-forward manner using our definitions of block
encryption and exclusive-or.

Definition 3: CBC Mode
1. Encryption.

Input: m-bit key k; [-bit IV; [-bit plaintext blocks
D1y Pre
Output: cg, ..., ¢, such that ¢y « I'V and ¢; < eg(c;— 1D

pi) for 1 <i<r.
2. Decryption.

Input: m-bit key k; [-bit IV; [-bit ciphertext blocks
Cly...Cp.
Output: po,...,pr such that pg < IV and p; < ¢c;—1 D

ept(ci) for1<i<r,

B. Principals and States

Our system entities are called principals. A distinguished
principal is called the intruder. Typically, the intruder is
assumed to be able to observe message communications
and insert messages. The intruder may also share state
information and direct actions with one or more dishonest
principals. Thus, to simplify our model, the intruder in-
cludes dishonest principals. That is, we do not explicitly
distinguish between the intruder and dishonest principals.

Definition 4: A local state for principal i is the tuple
L' = (Know') where Know' is the set of messages known
by 1.

Definition 5: A global state is the tuple & =
{LY L', ..., L"} consisting of the intruder state LY and
all local states.

Definition 6: The initial state is the tuple Sy =
{LO L, ..., L"} where each local state, i, is (Know' =
{0}).

The addition of ‘initial” keys and knowledge of ‘initial’
messages is specified as an explicit step of a protocol run.

C. State Transition Rules and Run

There are three state transition rules: send, receive, and
choose. All principals, including the intruder, may perform
the first two. Only the intruder may perform the last.

Principal Operations. State transitions occur due to
the following operations. In what follows, I represents the
intruder and R represents an arbitrary principal. Kmnow’
represents the updated state variable Know.
send(message : message € Know™)
Know'! «+ M(message U Know!)

A principal can send a message it knows. Sending a mes-
sage has the effect of adding the message to the intruder’s
knowledge.
receivel(message)

Know? «— M(message U Know™)



Receiving a message has the effect of adding the message
to the principal’s knowledge.

We also define the notion of choosing, or creating, a mes-
sage nondeterministically.
choose®t(
Know? «+ M(message U Know

message : message €nq [0,1]")
)

For this analysis, we are assuming that only the intruder
can perform choose. Other principals may create random
messages, but we assume that these are known initially.
The main point of the choose transition is to provide help
in modelling of chosen plaintext and ciphertext attacks.

Processes and Run. Each principal consists of a com-
municating process that performs principal operations that

update the state. A Run is a sequence of global states
So, -, Sm-

D. Secure State Invariants

We express security properties of known and chosen pairs
as state invariants of cryptographic protocols. Implicit to
our invariants is that the intruder I is able to relate corre-
sponding blocks of plaintext and ciphertext that she knows.
This is reasonable where the protocol specification is known
to the intruder.

Invariant 1: A global state, S;, is known-pair secure
with respect to a principal, I, and a key, k, iff

(p,c,k) D =(p € (Knowf) A ce (Knowj)).

There are no known pairs under the key k if both plain-
text and the corresponding ciphertext for a pair are not
known to the intruder.

Invariant 2: A global state, S, is chosen-plaintext se-
cure with respect to a principal, I, and a key, k, iff for
0 S m S .7 - 17

choose], (p) D —(ex(p) € (Know})).

A principal choosing plaintext in a prior state does not
result in the intruder knowing the corresponding ciphertext
in the current state. Typically, this property should hold
for the entire run (for all possible runs). Chosen-plaintext
attacks can lead to vulnerabilities that enable the adver-
sary to forge messages using the key, read messages, or
learn the key. Messages can be forged by exercising the
system to create new messages. The key can be learned by
precomputing a dictionary of a chosen plaintext under the
key space. Note, however, that in all these cases it must
be possible for the adversary to obtain the corresponding
ciphertext.

Invariant 3: A global state, S, is chosen-ciphertext
secure with respect to a principal, I, and a key, k, iff for
0<m<j-1,

choosel, (c) D —(e;. ' (c) € (Know]I-)).

A principal choosing ciphertext in a prior state does not
result in the intruder knowing the corresponding plaintext
in the current state. Typically, this property should hold
for the entire run (for all possible runs).

III. AUTOMATING THE ANALYSIS

We begin by giving a brief introduction to the NRL Pro-
tocol Analyzer. We then compare the rules of the analyzer
with the rules outlined in the previous section. We go on to
augment the analyzer rules to capture the necessary formal-
ism. We give informal arguments on the mapping between
our definitions and analysis using the analyzer.

A. Owverview of the Analyzer

The NRL Protocol Analyzer is a formal methods tool for
analyzing security properties of cryptographic protocols.
Protocols are specified as communicating state machines,
one of which is a hostile intruder who can read all traffic,
modify or delete traffic, perform cryptographic operations,
and may be in cooperation with some legitimate users of
the system. The intruder also is assumed to have knowl-
edge about relationships between data. That is, if it sees
the result of encrypting a piece of plaintext with a key,
it will know that it is the result of encrypting the plain-
text with that key, although it may not know plaintext or
key. This model has the effect of simplifying our search
for known pairs, since it means that if the intruder sees a
plaintext-ciphertext pair, it also knows that it is such.

Each honest participant is represented as one of these
machines, each of which possesses a set of local state vari-
ables. These local state variables are particular to the par-
ticular protocol specification.

A participant is defined with respect a party, plus a rule,
plus the particular execution of the protocol.

The user of the Analyzer attempts to determine whether
or not a protocol is secure by specifying an insecure state.
The Analyzer works backwards from that state until it ei-
ther reaches an initial state, in which case it has found an
attack, or until it has shown that all paths begin in an
unreachable state.

The Analyzer makes no assumptions about the limits on
the number of protocol executions, the number of princi-
pals performing the different executions, the number of in-
terleaved executions, or the number of times cryptographic
functions are applied. This results in a search space that is
originally infinite. However, the Analyzer provides means
for specifying and proving inductive lemmas about the un-
reachability of infinite classes of states. This allows the user
to narrow down the search space so that in many cases an
exhaustive search is possible.

An Analyzer specification consists of four parts. The
first part describes the operations and terms used in the
specification. The second part describes the rewrite rules
used. These capture the necessary algebraic properties of
cryptosystems, such as the fact that encryption and de-
cryption cancel each other out. The third part specifies the
words known initially by the intruder. The last and main
part consists of transition rules describing the actions taken
by legitimate participants. The inputs to these transition
rules are messages received (which may have been passed
on by the intruder) and values of local state variables. The
outputs are messages sent (which will be available to the
intruder) and new values of the local state variables. The



intruder actions are not specified directly, but are gener-
ated automatically from the specification.

The intruder actions are operations such as encryption,
decryption, concatenation, etc., according to the specifica-
tion. An intruder action is modeled in the Analyzer by the
intruder sending a message to itself, where the message is
constructed by applying an operation to a word known by
the intruder.

This allows us to define the local state for intruders and
principals as follows.

Definition 7: A local state for the intruder 0 is the set
LY = (W) where W is the set of messages previously sent,
including messages sent by the intruder to itself. A local
state for an honest principal is the set of values for honest
principal’s local state variables. The global state is the
collection of all local states.

The Analyzer generates the input state to an existing
global state as follows. It takes each transition rule output
in turn and uses a narrowing algorithm to find a complete
description of all substitutions that make any portion of
the output reducible to a subset of the state. The input
to the rule and the unmatched portion of the state then
become the input state. This allows the Analyzer to dis-
cover unexpected consequences of the use of cryptographic
functions.

The Analyzer has been applied to a number of different
cryptographic protocols, and has found flaws in several. In
some cases the flaws had not been discovered before. Ex-
amples of protocols the Analyzer has been used to exam-
ine are the Simmons Selective Broadcast Protocol [5], the
Burns-Mitchell Ticket Granting Protocol [4], the Needham
Schroeder public key protocol [8], and, most recently, the
Internet Key Exchange protocol [7]. A description of the
Analyzer is given in [6].

Most of the protocols to which the Analyzer has been
applied are specified at a higher degree of abstraction than
the protocols we will be looking at in this paper. Meth-
ods for using block ciphers to encrypt messages more than
one block long are not modeled, and the integrity of an
encrypted message is assumed. Thus, using the Protocol
Analyzer to explore the consequences of cipher block chain-
ing was a new departure.

B. Correspondence Between the Formal Models

We are unable to show that properties of “known-pair
secure”, “chosen-plaintext secure”, “chosen-ciphertext se-
cure” are satisfied by certain queries. As mentioned pre-
viously, this is because the Analyzer is limited in handling
commutativity and associativity properties of exclusive-
or. However, we strive for a lesser, but useful goal of in-
formally explaining the correspondence between protocol-
independent analyzer specifications and the formal model
of Section II. This informal argument will support that
claim that a proof of security in our formal model implies
a proof of security in the Analyzer model, although it will
not support claims in the other direction. However, even-
tually, it may become practical to overcome the limitations
of handling commutativity and associativity properties of

exclusive-or in the Analyzer. The discussion here is a first
step towards a correspondence proof showing that protec-
tion properties are actually satisfied given results using the
tools.

There are three main differences between the Analyzer
model and the T" model. One is that a local state in the An-
alyzer model, instead of consisting of all words computable
from a set of received messages and created words, instead
consists of a set of words explicitly computed from that set.
The other is that the set of possible identities on words is
restricted to those that can be written as Noetherian, con-
fluent rewrite rules. The third is that, while the Analyzer
model is defined in terms of symbols that may be related
by reduction rules, so that, for example, a term e(X,Y)
is not assumed to be equal to any other symbol unless it
is explicitly equivalent to it modulo the defined reduction
rules. The I' model, however, is defined in terms of actual
functions, which although they also obey algebraic proper-
ties, are maps from one string of bits to another instead of
symbols.

Our solution to the problem of moving from functions to
symbols is to replace the I' model by an interim model, the
T” model, in which the evaluation of functions is replaced
by a symbol defining the function. Thus, if X and k are
strings of bits, then e (X), is an uninterpreted symbol in-
stead of another string of bits. We say that two symbols
in the IV model are equivalent if they are equivalent under
the assumptions that concatenation and deconcatenation
cancel each other out and vice versa, that encryption and
decryption cancel each other out and vice versa, and that
exclusive-or is commutative and associative, possesses an
identity, and is self-cancelling. Finally, the choose oper-
ation is replaced by adding the term notsent(W) to the
intruder’s knowledge set, where W is a free variable.

We will now show that there is a natural map from the
T’ to the T model taking each symbol to the result of eval-
uating the functions used in that symbol, and that any run
in the I model maps to a run in the I' model, but not
necessarily the other way around. In the remainder of this
section we will refer to the TV model exclusively.

In the case of operations, we were able to obtain a one-
to-one correspondence between the NRL model and the I
model. The operations we used were as follows. First, the
Analyzer offered the following built-in operations:

a. Given X and Y, produce (X,Y), and

b. Given (X,Y), produce X and Y.

For purpose of introducing a correspondence with the IV,
we also included the following operations:

op(1) :e(key(U,V) ,X) --> W:::pen.
op(2) :d(key(U,V),X) -=> W:::pen.
op(3) :exor(X,Y) --> W:::pen.

The operation “e” refers to encryption, “d” to decryp-
tion, and “exor” to exclusive-or.
We also used the following rewrite rules.

rr(1):e(X,d(X,Y)) => Y.
rr(2):d(X,e(X,Y)) => Y.
rr(3) :exor (X,exor(X,Y)) => Y



Thus we did not include the associative-commutative
properties of exclusive-or due to the limitations of the nar-
rowing algorithm used by the Analyzer.

We will make use of the following lemma:

Lemma: Let W be a set of irreducible words in the
Analyzer model. Then there is a natural map i from W
onto a set of words in the IV model defined by

Ci(e(X,Y)) = eix)(i(y));
b. i(d(X,Y)) = e, (i(v));

1~

c. i(exor(X,Y)) = i(X)®i(Y);
d. i((X,Y)) = (i(X),i(Y));
e. i(notsent(X)) = notsent(i(X));

and where i maps words of a given type in the Analyzer
model to words of the same type in the I” model, and where
i is the identity on free variables.

Proof: All we need to show is that i is well-defined. This
follows directly from that fact i maps the set of rewrite
rules in the Analyzer model to a subset of the set of rela-
tions in the IV model.

Using the above lemma, we can use i to induce a map
from any set of W of irreducible words in the Analyzer
model to a subset of M (i(W)).

Theorem : There exists a well-defined map from any
set of paths produced by the Analyzer to a set of paths in
the TV model.

Proof. Let P be a path in the Analyzer model. In other
words, P is a sequence of global states, in which the tran-
sition from one state to another is accomplished by some
combination, for a particular principal A, of the sending of
a message by A that was produced by applying operations
to A’s local state (hence adding it to the intruder’s local
state), the receiving of a message by A, and the adding of
words to A’s local state. We map this path to a path in
the I model, denoted by i(P), by first replacing each local
state Sg with M(i(S)) and each message M with i(M) and
removing any trivial state transitions. This does not quite
give us a path in the I model, because in our new run we
assume that all words of the form choose(W) are known
initially. We can turn it into a path, however, by replac-
ing that initial state by a series of states and transitions
where the initially known words and the words chosen by
the intruder are produced.

C. Queries for Finding Known and Chosen Pairs

Claim 1: If a search for a state in which the the intruder
knows X and e (key (U,V), X) has a solution, then the pro-
tocol is not known-pair secure for some run with respect to
the intruder and key (U, V).

This follows directly from the definitions and the corre-
spondence between the formal models. As illustrated in the
following section, the analysis method identifies the run for
which the protocol fails.

Our queries for chosen plaintext and ciphertext make use
of the notsent operator, as follows:

Claim 2: If a search for a state in which the the intruder
knows e (key(U,V) ,notsent(W)) has a solution, then the

protocol is not chosen-plaintext secure for some run with
respect to the intruder and key (U, V).

Claim 3: 1f a search for the intruder
knowing d(key(U,V) ,notsent(Z)), has a solution, then
the protocol is not chosen-ciphertext secure for some run
with respect to the intruder and key (U, V).

The above two claims follow from the fact that paths pro-
ducing the word d(key(U,V) ,notsent(Z)) or the word
e(key(U,V) ,notsent (W)) map to paths producing the
same words in the IV model. These in turn map to paths
producing the words eg, (Z1); e;(i(Zg) in the T" model,
where Z; and Z5 were produced using the choice transi-
tion.

IV. ANALYSIS OF THE IP ENCAPSULATING SECURITY
ProTocoL

In this section we describe our analysis of an early version
of the IP Encapsulating Security Protocol or ESP [1], [9].
ESP is the protocol of the Internet security architecture
for securing IP [2]. It describes formats and transforms
for encryption and decryption of data. We selected ESP
because its use of CBC mode caused Bellovin to notice a
number of possible attacks when it was used under certain
system configurations [1], [9].

A. Description of the Attacks

In Bellovin’s scenario, secure communication is between
hosts. Each pair of hosts shares a key, which is not changed
between sessions. Each host has a number of users com-
municating with it, some of whom are honest, and some
of whom are actively trying to subvert the protocol. Ci-
pher block chaining is used to encrypt packets, and IVs
are sent in the clear. Each packet contains an unencrypted
ESP header, containing a SPI (Security Parameter Index)
which corresponds to a key shared between hosts. SPIs
and their corresponding keys are one-way, that is, if host A
initiates contact with host B, it uses a different SPI than
if host B initiates contact with host A. Encrypted packets
contain headers that include such information as to who
sent the message and for whom it is intended. Depending
upon the communication protocol used, different types of
header formats may be sent.

There are at least two ways in which an intruder could
subvert the protocol:

a. It could pass a message from itself as coming from an
honest user U by appending a fake header H1 identi-
fying the message as coming from U to its beginning
and giving it to the host on which U resides to en-
crypt. The host would append another header H2 to
the message and encrypt it. The intruder could then
truncate the encrypted message at H1, and pass it off
as a message with header H1, using the last block of
the encrypted H2 as the IV. Bellovin describes a sim-
ilar attack in [3].

b. If the intruder resides at host A, it could learn a mes-
sage M1 intended for another user U at the same host
A as follows. First it would need to find out the host



B originating the message. It would take another mes-
sage M2 from B to A intended for herself, and remove
the encrypted header EH2. She would then append
the last portion M1’ of M1 to EH, so that it is of the
expected length. The host would then decrypt the
entire message, and return the decrypted M1’ to the
intruder. Part of M1’ could be garbled, but thanks
to the self-healing properties of cipher block chaining,
the remainder would be readable. Bellovin describes
this attack in [3].

B. The Specification

In order to see whether the Analyzer could find attacks
like this, we modeled a protocol along the line of Bellovin’s
scenario. In order to make the analysis tractable, we as-
sumed packets were only four blocks long. We modeled
two types of headers. One was two blocks long, and one
was only one block. This meant that message bodies were
always at least two blocks long, which meant that we were
able to illustrate the self-healing properties of cipher block
chaining; even if the first block was garbled, the second
would be correct. We also assumed that hosts would only
continue decrypting a packet if the header parsed; this al-
lowed us to discard cases in which header was garbled, and
hence a message could neither be passed to the intruder or
regarded as a legitimate message for an honest user. This
allowed us to ignore a number of useless states that would
not have aided us in the analysis but would have increased
the size of the search space. We also assumed that SPIs
were simplex, so that host A encrypting a message for host
B always used spi(A,B) when encrypting a message, and
spi(B,A) when decrypting it. A similar assumption was
made about keys.

We made a severely simplifying assumption about head-
ers. We assumed that the only thing distinguishing one
header from another was its type (short or long) and who
the senders and receivers of the message were. This was
probably oversimplification, and may have prevented us
from finding some subtle attacks in which different ses-
sions between the same parties were confused. However,
we believed that it was enough for our goal of determining
whether sessions between different parties could be con-
fused. We also assumed that the intruder knows all head-
ers.

We specified cipher-block chaining in four types of mes-
sages. Two described the encryption of short and long
header messages, respectively for an honest principal, and
two described the encryption of short and long header mes-
sages for dishonest principals. The main difference between
the two types of messages was that for honest principals,
the words encrypted were or the form

mess(user(A, honest), user(D, H), ts(host(C), M, N), X),

representing a message from honest user (A,honest) to an-
other principal user (D,H) encrypted by host host (C). For
dishonest principals (assumed to be in league with the in-
truder) the words are supplies by the intruder. In all cases
the encrypted messages are learned by the intruder.

Our specification of decryption is similar, except that in
all cases the messages to be encrypted are supplied by the
intruder, while the decrypted messages are only returned
to the intruder when the principal for which it is being
decrypted in dishonest.

A copy of the specification is included in Appendix A.

C. Results of Using the Analyzer

We posed four questions to the Analyzer. In the first
two, we asked it whether or not if could find

e(key(host(A),host(B)), notsent(X))
(chosen plaintext), and
d(key(host(A),host(B)), notsent (X))

(chosen ciphertext). For chosen plaintext, the Analyzer
found the word

e(key(host(A),host(B)), notsent(X))

unreachable in a few seconds. For chosen ciphertext, the
Analyzer produced an infinite number of paths containing
arbitrarily long cipher chains, but the shortest paths were
only three state transitions long. An example of a typical
one follows. Since a state transition on the Analyzer often
covers several steps in an attack as we present it, we an-
notate each step, in this and subsequent attacks, with the
transition in which it occurred.

1. (Transition 1) Host A encrypts message from honest
user U at to dishonest user V at Host B.

2. (Tranmsition 2) V sends IV and encrypted message
header EH1 and EH2 from the message in [1] on to
B.

3. (Transition 2) V appends notsent(W) as the next part
of the encrypted message. This is also sent to B.

4. (Transition 2) B decrypts message, and returns
exor(EH2,d(key(host(A),host(B)),notsent(W))) to the
dishonest user. This is seen by the intruder, since all
messages sent to dishonest users are shared with the
intruder.

5. (Transition 3) The intruder of course has already
learned EH2 from Step 2. He uses it to find
d(key(host(A),host(B)),notsent(W)) from the message
sent in step [4].

The Analyzer also found a number of attacks similar to
Bellovin’s. We asked it two questions (described in more
detail in Appendix B). The first was an integrity question
which asked whether the first block of a decrypted mes-
sage stored in the host could be a header indicating it had
been sent by an honest principal, while the second block
was notsent(W). This search took just a few seconds, and
generated several attacks. Among the paths returned was
the following;:

1. (Transition 1) Host A encrypts a message M1 from
dishonest user V to some user Ul at host B. The first
part of the message is a header for a message M2 from
an honest user U2. The rest is the spoofed message



(e.g. notsent (W) followed by an arbitrary block H)
the intruder wants to send. After intercepting the en-
crypted message, the intruder removes the encrypted
message header.

2. (Transition 2) V sends the three encrypted blocks to
B, passing off the first block as the IV. A third and
fourth random block are included to make up the en-
tire packet; these are indicated by variable words in
the Analyzer.

3. (Transition 2) B decrypts the apparent first part of
the message, and accepts that as the header.

4. (Transition 2) B decrypts the apparent rest of the
message, and accepts that as the message from E.

Bellovin describes a related but different attack in [3].
In his attack a legitimate message M2 is sent from Ul to
U2. The intruder constructs a message M1, and then cuts
off the portions after the headers on M1 and M2. The last
portion of M1 is appended to the first part of M2. This
attack is somewhat stronger than ours, since it allows an
intruder to hijack a session without necessarily knowing the
header associated with that session.

We next attempted to find an unauthorized dis-
closure attack. We produced this by representing
a block of a message produced to be sent from
user (Ul,honest) at host A to user(U2,honest) at
host B as message (user (Ul,honest) ,user(U2,honest),
ts(host(A) ,M,N),Num) where Num indicates the block’s
position in the packet and ts(host(A),M,N) is a host
timestamp guaranteeing the uniqueness of the message.
This time the Analyzer again produced an infinite num-
ber of attacks (or would have if we had let it run forever)
involving arbitrarily long cipher chains, but the shortest
attack involved only three transitions, as follows:

1. (Transition 1) Honest user Ul at Host A encrypts a
message to another honest user U2 at Host B. The
result of this is IV1, EncryptedHeaderl, Messagel.

2. (Transition 2) Another user U3 at Host A encrypts a
message to dishonest user V at Host B. In this case,
all we are interested in is the header. The result of
this is IV2, Encryptedheader2.

3. (Transition 3) The intruder sends the message IV2,
EncryptedHeader2, EncryptedHeaderl, Messagel to
Host B.

4. (Transition 3) Host B decrypts the header, and con-
cludes that the remainder of the message will be for the
dishonest user V. It then uses EncryptedHeader 2 to
decrypt EncryptedHeaderl, which is garbage. It then
uses EncryptedHeaderl to decrypt Messagel, which is
passed to the intruder.

Note that the garbage decryption of EncryptedHeaderl
is also passed on to the intruder, but, since this does not
aid in the attack, it does not appear in the search.

This is exactly the unauthorized disclosure attack found
by Bellovin.

V. CONCLUSION

This work constitutes a significant step towards proving
secure uses of mechanisms that assume absence of known or

chosen pairs. We have given a characterization of known-
pair and chosen-text security, and a means of specifying
their presence or absence. We have also shown how it can
be applied to the use of an existing tool, the NRL Protocol
Analyzer, and how the tool could use the model to find
ways of generating chosen pairs in the ESP protocol. We
then went on to show how it could be extended to be used
to find attacks based on cutting and pasting.

Although we have shown that our theory and automated
analysis technique is successful in finding attacks, addi-
tional work can be done to streamline the process. In par-
ticular, we might consider strategies for developing specifi-
cations for the Analyzer. The assumptions we made (that
all packets were four blocks long, that headers took up one
or two blocks entirely) were designed with the idea in mind
of capturing the relevant security features of the specifica-
tion, while still keeping the analysis tractable. However,
our approach to doing this was informal and and some-
what ad hoc. We might develop more systematic ways of
identifying assumptions, as well as rigorous arguments that
our abstractions capture the assumptions. This will give
us ways of generating specifications in a more systematic
fashion, and will allow us more confidence in the usefulness
of any proofs that we obtain that a specification is secure
against certain types of attacks. However, as we learned
from writing the specification that appears in this paper,
it is possible to clarify assumptions and discover errors by
examining the attacks produced by the Analyzer and com-
paring them against what we know to be possible. We ex-
pect continued use of the Analyzer to test our hypotheses
to help us further in the development of our heuristics.

Finally, there are probably some improvements that need
to be made to the Analyzer itself to lend itself to analysis
of more complex protocols involving low-level properties.
Surprisingly, we did not find the Analyzer’s inability to
model the commutativity and associativity of exclusive-or
as much of a handicap as we had feared. This was because
many threats posed by cipher block chaining, that is, its
cut-and-paste and self-healing properties, were easily ex-
pressible in terms that could be modeled by the Analyzer.
However, it did reduce the effectiveness of the Analyzer in
showing that such attacks were not possible, and clearly it
is necessary to extend the capacities of the Analyzer in this
direction.

Another problem was the state explosion as a result of
the generation of an infinite series of arbitrarily long at-
tacks. We believe that the complexity of the specification
could be simplified by allowing specifications to be defined
in a more recursive manner. The actual operations that
are involved in cipher block chaining are simple; what was
complex was describing their iteration. A recursive style
of specification would make this task easier. Indeed, an
earlier specification we had done for the ESP protocol [13]
was recursive, and much simpler. However, we found that
it introduced an error, since it allowed an intruder to learn
as output the first ciphertext block of a message before the
next block had been input. This produced a bogus chosen-
plaintext attack. Unfortunately, there is no other way that



the current version of the Analyzer could be made to sup-
port recursion in this case. This was because, although we
could use the message space as a buffer that could hold an
arbitrarily large number of messages, we could not do the
same for state variables. Since we are interested in support-
ing recursive specification for other purposes as well (for
example, for dealing with group protocols), a modification
of the Analyzer language so that it supports recursion more
flexibly by allowing state variables to act as arbitrary-sized
buffers seems to be in order.

The problem of state explosion is tougher. However, we
note that it was actually very similar to the type of state
explosion that motivated the development of inductive lem-
mas for limiting the Analyzer search space[6]. These lem-
mas involve generating languages such that an intruder
can’t learn a word in a language unless it already knows a
word in the language. This approach would not work by it-
self for the infinite sequences we generated in the ESP anal-
ysis: the languages are based on the fact that every path
to a state is infinite, while in the infinite cases we discov-
ered in the ESP case, only some paths were infinite, while
others are finite and begin in an initial state. Thus some
additional (but possibly similar) mechanisms will have to
be introduced to handle these kinds of cases.
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APPENDIX A: SPECIFICATION OF THE ESP ProTOCOL

fs(1):host(C) ——> W::.

fs(2):iv(TS) ——> W::.

£s(3) :key(U,V) -=-> W::.

fs(4) :header(U,V,Type,Num) --> W::.
fs(6) :mess(U,V,TS,Num) —-> W::.
fs(7) :plus(Num) --> W::.
£fs(8):ts(U,M,N) ——> W::.

fs(9) :user(A,H) -—> W::.

£s(10) :spi(U,V) --> W::.

fs(11) :notsent (X) --> W::.

op(1):e(X,X) --> W:::pen.
op(2) :d(X,X) --> W:::pen.
op(3) :exor(X,Y) --> W:::pen.

atom(1) :honest ——> W:.
atom(2) :dishonest --> W:.
atom(3) :nil --> W:.
atom(4) :one ——> W:.
atom(5) :short ——> W:.
atom(6) :long --> W:.
atom(7) :word ——> W:.
atom(8) :header ——> W:.
atom(9) :two ——> W:.

atom(10) :three ——> W:.
atom(11):initiall23 --> W:.
atom(12) :balll123 --> W:.
atom(13) :noballl23 --> W:.

rr(1):e(X,d(X,Y)) => Y.
rr(2):dX,e(X,Y)) => Y.
rr(3) :exor (X,exor(X,Y)) => Y.

known: host(C), user(A,H), header(U,V,Type,Num),
mess (user (C,dishonest),V,TS,Num),

notsent, spi(H1,H2),

plus (Num), notsent (X).

Session host_main(host(C),N,N):
host_honestlongencrypt,
Or:
host_honestshortencrypt,
Or:
host_badguyshortencrypt,
Or:
host_badguylongencrypt,
Or:
host_badguylongdecrypt,
Or:
host_badguyshortdecrypt,



Or:
host_goodguylongdecrypt,
Or:
host_goodguyshortdecrypt.

Subroutine
host_goodguyshortdecrypt (host (B) ,M,N)
If:
rcv msg(user(A,H) ,host(B),
[spi(host(C) ,host(B)),IV,Z1,Z2,23,Z4] ,M):
verify(exor (IV,d(key(host(C) ,host(B)),Z1)),
header(user(A,H) ,user(D,honest),
short,one)):
Then:
host_blockl :=
exor (IV,d(key (host (C) ,host(B)),Z1)),
host_block2 :=
exor (Z1,d (key (host (C) ,host(B)),Z2)),
host_block3 :=
exor (Z2,d (key (host (C) ,host(B)),Z3)),
host_block4 :=
exor(Z3,d(key (host(C) ,host(B)),Z4)):
event (host (C),
[host (B) ,user(A,H) ,user (D,honest)],
host_goodguyshortdecrypt,
[iv(ts(host(C),M,N))]1,M).

Subroutine
host_goodguylongdecrypt (host (B) ,M,N)
If:
rcv msg(user(A,H) ,host(B),
[spi(host(C) ,host(B)),IV,Z1,Z2,Z23,Z4] ,M):
verify(exor (IV,d(key(host(C) ,host(B)),Z1)),
header (user (A,H) ,user(D,honest),
long,one)),
verify(exor(Z1,d(key(host(C) ,host(B)),Z2)),
header(user(A,H) ,user(D,honest),
long,two)):
Then:
host_blockl :=
exor (IV,d(key (host (C) ,host(B)),Z1)),
host_block2 :=
exor (Z1,d(key (host (C) ,host(B)),Z2)),
host_block3 :=
exor (Z2,d (key (host (C) ,host(B)),Z3)),
host_block4 :=
exor (Z3,d (key (host (C) ,host(B)),Z4)):
event (host (C),
[host (B) ,user(A,H) ,user (D,honest)],
host_goodguylongdecrypt,
[iv(ts(host(C),M,N))]1,M).

Subroutine
host_honestlongencrypt (host(C) ,M,N):
host_first := e(key(host(C),host(B)),
exor (iv(ts(host(C) ,M,N)),
header (user (A,honest) ,user(D,H),
long,one))),

host_second := e(key(host(C),host(B)),
exor ({host_first},
header (user (A,honest) ,user(D,H),
long,two))),
host_third := e(key(host(C),host(B)),
exor ({host_second},
mess (user (A,honest) ,user(D,H),
ts (host(C),M,N),one))),
host_fourth := e(key(host(C),host(B)),
exor ({host_third},
mess (user (A,honest) ,user(D,H),
ts(host(C),M,N),two))):
send msg(host(C) ,host(D),

[spi(host(C) ,host(B)),
iv(ts(host(C),M,N)),
{host_first},{host_second},
{host_third}, {host_fourth}],N):

event (host(C), [host(D)],
host_honestlongencrypt,

[iv(ts(host(C),M,N))],M).

Subroutine
host_honestshortencrypt (host(C),M,N)
send msg(host(C) ,host(B),
[spi(host(C),host(B)),
iv(ts(host(C),M,N)),
e (key (host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),
header (user (A,honest) ,user(D,H),
short,one))),
e (key (host (C) ,host (B)),
exor (e (key (host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),
header (user (A,honest) ,user(D,H),
short,one))),
mess (user (A,honest) ,user(D,H),
ts(host(C),M,N),one))),
e (key (host (C) ,host(B)),
exor (e (key (host (C) ,host (B)),
exor (e (key(host (C) ,host(B)),
exor (iv(ts(host(C),M,N)),
header (user (A,honest) ,user(D,H),
short,one))),
mess (user (A,honest) ,user(D,H),
ts (host(C) ,M,N) ,one))),
mess (user (A,honest) ,user(D,H),
ts(host(C) ,M,N) ,two))),
e (key(host(C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (e (key(host(C) ,host(B)),
exor (e (key(host(C) ,host(B)),
exor (iv(ts(host (C) ,M,N)),

header (user (A,honest) ,user(D,H),

short,one))),
mess (user(A,honest) ,user(D,H),
ts (host (C) ,M,N) ,one))),
mess (user (A,honest) ,user(D,H),
ts(host(C),M,N),two))),



mess (user (A,honest) ,user(D,H),
ts(host(C),M,N),three)))],M):
event (host (C),
[host (B) ,user(A,honest) ,user(D,H)],
host_honestshortencrypt,
[iv(ts(host(C),M,N))],M).

Subroutine
host_badguylongencrypt (host(C) ,M,N) :
If:
rcv msg(user(A,dishonest) ,host(C),
[user(D,H),Z1,Z2],M):
Then:
send msg(host(C) ,host(B),
[spi(host(C) ,host(B)),
iv(ts(host(C),M,N)),
e (key (host (C) ,host(B)),
exor (iv(ts(host(C),M,N)),
header (user (A,dishonest) ,user(D,H),
long,one))),
e (key (host (C) ,host(B)),
exor (e (key(host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),

header (user (A,dishonest) ,user(D,H),

long,one))),
header (user (A,dishonest) ,user(D,H),
long,two))),
e (key (host (C) ,host (B)),
exor (e (key(host(C) ,host(B)),
exor (e (key (host (C) ,host(B)),
exor(iv(ts(host(C),M,N)),

header (user (A,dishonest) ,user (D,H),

long,one))),

header (user(A,dishonest) ,user (D,H),

long,two))),
z1)),
e(key (host (C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (e (key (host (C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),

header (user(A,dishonest) ,user(D,H),

long,one))),

header (user (A,dishonest) ,user (D,H),

long,two))),
Z1)),
Z2))1,M):
event (host (C),
[host (B) ,user(A,dishonest) ,user(D,H)],
host_badguylongencrypt,
[iv(ts(host(C),M,N))]1,M).

Subroutine
host_badguyshortencrypt (host(C) ,M,N) :

If:

rcv msg(user(A,dishonest) ,host(C),

Th
se

[user(D,H),Z1,Z2,723] ,M):
en:
nd msg(host(C) ,host(B),
[spi(host(C) ,host(B)),
iv(ts(host(C),M,N)),
e (key (host (C) ,host (B)),
exor (iv(ts(host(C),M,N)),
header (user (A,dishonest) ,user(D,H),
short,one))),
e (key (host(C) ,host(B)),
exor (e (key(host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),
header (user (A,dishonest) ,user(D,H),
short,one))),
1)),
e (key (host (C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (iv(ts(host(C),M,N)),

header (user (A,dishonest) ,user(D,H),

short,one))),
zZ1)),
z2)),
e (key (host(C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (e (key (host(C) ,host(B)),
exor (e (key(host(C) ,host(B)),
exor (iv(ts(host(C) ,M,N)),

header (user(A,dishonest) ,user(D,H),

short,one))),
1)),
z2)),
Z3))1,M):

event (host (C),

[host (B) ,user(A,dishonest) ,user(D,H)],
host_badguyshortencrypt,
[iv(ts(host(C) ,M,N))],M).

Subroutine

host_badguylongdecrypt (host (B) ,M,N) :

If:
rcv msg(user(A,H) ,host(B),

verify(exor (IV,d(key (host(C) ,host(B)),Z1)),

verify(exor(Z1,d(key(host(C) ,host(B)),z2)),

[spi(host(C) ,host(B)),IV,Z1,Z22,723,Z4] ,M):

header (user (A,H) ,user(D,dishonest),
long,one)),

header (user (A,H) ,user(D,dishonest),
long,two)) :

Then:

se

nd msg(host(B) ,user(A,H),

[exor(IV,d(key (host(C) ,host(B)),Z1)),
exor (Z1,d(key(host (C) ,host(B)),Z2)),
exor(Z2,d(key (host (C) ,host(B)),Z3)),

exor (Z3,d (key (host (C) ,host(B)),Z4))]1,M):

event (host (C),

[host (B) ,user(A,H) ,user(D,dishonest)],
host_badguylongdecrypt,
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[iv(ts(host(C),M,N))]1,M).

Subroutine
host_badguyshortdecrypt (host (B) ,M,N)
If:
rcv msg(user(A,H) ,host(B),
[spi(host(C) ,host(B)),IV,Z1,72,Z3,Z4] ,M):
verify(exor (IV,d(key(host(C) ,host(B)),Z1)),
header (user(A,H) ,user(D,dishonest),
short,one)):
Then:
send msg(host(B) ,user(A,H),
[exor (IV,d(key(host(C) ,host(B)),Z1)),
exor(Z1,d(key(host (C) ,host(B)),Z2)),
exor (Z2,d (key(host (C) ,host(B)),Z3)),

exor (Z3,d (key (host (C) ,host(B)),Z4))]1,N):

event (host (C),
[host (B) ,user(A,H) ,user (D,dishonest)],
host_badguyshortdecrypt,
[iv(ts(host(C),M,N))]1,M).

APPENDIX B: QUERIES PRESENTED TO THE ANALYZER

Chosen Ciphertext

What words is the intruder looking for?

|: d(key(U,V),notsent(P))

| :

What state variable values is the intruder
looking for?

Give the principal name

| :

List the sequence of events that you want
to have occurred.

| :

What conditions to you want to put on
all of these?

| :

List the sequences of events that you dont
want to have occurred.

Enter a list

Chosen Plaintext

What words is the intruder looking for?

| :e(key(U,V) ,notsent (P))

|

What state variable values is the intruder
looking for?

Give the principal name

| :

List the sequence of events that you want
to have occurred.

| :

What conditions to you want to put on
all of these?

|

List the sequences of events that you dont

want to have occurred.
Enter a list

Bellovin’s Integrity Attack

What words is the intruder looking for?

| :

What state variable values is the intruder
looking for?

Give the principal name

| : host(A)

Give the round number:

|: B

Give the state variables:

| : host_blockl = header(user(D,honest),E,F,G)

| : host_block2 = notsent (P)
|

Give the principal name

List the sequence of events that you want
to have occurred.

| :

What conditions to you want to put on
all of these?

| :

List the sequences of events that you dont
want to have occurred.

Enter a list

Bellovin’s Secrecy Attack

What words is the intruder looking for?

| : mess(user(A, honest), user(B, honest),
ts(host(C), D, E), one)

| :

What state variable values is the intruder
looking for?

Give the principal name

|«

List the sequence of events that you want
to have occurred.

| =

What conditions to you want to put on
all of these?

| :

List the sequences of events that you dont
want to have occurred.

Enter a list
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